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This study investigates strategic approaches to mitigating risks in 

transportation and logistics within global supply chains, focusing on the 

integration of advanced technologies, flexibility, collaboration, and 

sustainability. By employing the Preferred Reporting Items for Systematic 

Reviews and Meta-Analyses (PRISMA) guidelines, the study systematically 

reviews 37 key articles to provide a comprehensive understanding of modern 

risk management practices. The findings reveal the increasing reliance on 

technologies such as predictive analytics, the Internet of Things (IoT), and 

blockchain for enhancing visibility, monitoring, and decision-making. 

Flexibility in logistics networks, including alternative sourcing and 

diversified transportation routes, emerged as crucial for mitigating 

disruptions, while collaboration among supply chain partners, particularly 

through real-time information sharing, significantly reduces risk exposure. 

Additionally, the study highlights the growing integration of sustainability 

into risk management, addressing climate change and environmental risks. 

This research underscores the need for proactive, adaptable, and sustainable 

risk management strategies to maintain supply chain resilience in the face 

of evolving global challenges. 
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 Introduction: 

Supply chain risk management (SCRM) has evolved 

significantly over the years, reflecting the growing 

complexity and interconnectedness of global supply 

chains (Zsidisin & Ellram, 2003). Early approaches to 

managing supply chain risks were largely reactive, 

focusing on addressing disruptions after they occurred 

(Christopher et al., 2011). As global trade expanded, so 

did the potential for disruptions caused by factors such 

as natural disasters, geopolitical events, and fluctuating 

market demands (Schoenherr et al., 2008). Today, 

companies must adopt proactive risk management 

strategies to maintain operational continuity and reduce 

financial losses. According to Ellis et al. (2009), the 

focus has shifted from simply mitigating risks to 

creating resilient supply chains that can adapt to 

unexpected disruptions. This evolution in risk 

management has been driven by the growing realization 

that supply chains are vulnerable to a wide range of 

risks, and the cost of disruptions can be catastrophic. 

The nature of transportation and logistics risks has also 

changed significantly with the rise of globalization and 

technological advancements. In the past, risks were 

primarily local and limited to physical disruptions, such 

as transportation delays due to weather or mechanical 

failures (Costantino & Pellegrino, 2010). However, as 

global supply chains have become more interconnected, 

the risks have expanded to include economic, political, 

and regulatory challenges. For instance, disruptions 

caused by trade wars, tariffs, or shifting government 

regulations have become more frequent, as highlighted 

by (Yang et al., 2022). The advent of just-in-time (JIT) 

inventory management systems, while efficient, has 

further amplified these risks by reducing the buffer 

stock companies traditionally relied on to absorb delays. 

As a result, managing transportation and logistics risks 

has become a more sophisticated and integrated 

process. 

The integration of advanced technologies has 

revolutionized the approach to risk management in 

transportation and logistics. Predictive analytics, 

Internet of Things (IoT) sensors, and blockchain 

technology have transformed the visibility and control 

businesses have over their supply chains (Glock & Ries, 

2013). Predictive analytics, for example, allows 

businesses to anticipate disruptions by analyzing 

historical data and forecasting potential risks (Joy et al., 

2024; Md Atiqur, 2023, 2024). IoT devices provide 

real-time tracking of goods in transit, ensuring greater 

transparency and faster responses to issues (Leat & 

Revoredo-Giha, 2013). Blockchain technology further 

enhances risk management by creating an immutable 

record of transactions, reducing the likelihood of fraud 

and improving trust between supply chain partners (Ms 

et al., 2024; Nahar et al., 2024; Rahaman & Bari, 2024; 

Rahaman et al., 2024). These technologies have 

significantly reduced the uncertainties associated with 

Figure 1: Physical and information flows in logistics network 

 

 

 

Source: Bowersox et al. (2005) 
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transportation and logistics, enabling businesses to 

adopt more resilient and agile supply chain models 

(Sawik, 2013). 

Moreover, the evolution of risk management 

frameworks reflects the growing emphasis on building 

resilient supply chains that can recover from disruptions 

quickly. Jüttner et al. (2003) argue that resilience is the 

ability to not only survive disruptions but also to thrive 

in the face of challenges. Recent research has explored 

the importance of redundancy and flexibility in 

transportation and logistics networks, which allows 

companies to switch between different modes of 

transport or reroute shipments as needed (Talluri & 

Narasimhan, 2003). Flexibility in the supply chain is 

critical for minimizing risks, particularly in an 

environment where risks are increasingly unpredictable 

(Cachon, 2004). As the global environment continues to 

change, businesses are recognizing the importance of 

integrating flexibility and resilience into their SCRM 

strategies (Giunipero & Eltantawy, 2004). In addition, 

as risks in transportation and logistics continue to 

evolve, future risk management approaches will likely 

focus on sustainability and the incorporation of artificial 

intelligence (AI). Research by Sinha et al. (2004) 

suggests that sustainability concerns, such as reducing 

carbon footprints and managing resources more 

efficiently, are becoming integral to risk management 

strategies. AI, with its ability to analyze vast amounts of 

data and identify patterns, is expected to play a pivotal 

role in optimizing risk management processes (Zsidisin 

& Ellram, 2003). These trends highlight the ongoing 

evolution of SCRM and underscore the need for 

continuous innovation in risk management approaches. 

By leveraging new technologies and adopting more 

holistic strategies, companies can better navigate the 

complex and dynamic risks that characterize modern 

supply chains. 

The objective of this paper is to examine the strategic 

approaches to minimizing risks in transportation and 

logistics within the broader context of supply chain risk 

management (SCRM). Specifically, the study aims to 

identify key risks associated with global transportation 

networks, such as natural disasters, geopolitical 

disruptions, regulatory changes, and technological 

vulnerabilities, and to explore effective risk mitigation 

strategies. Furthermore, the paper seeks to analyze the 

role of advanced technologies like predictive analytics, 

Internet of Things (IoT), and blockchain in enhancing 

risk visibility, decision-making, and resilience. By 

focusing on these objectives, the research aims to 

provide a comprehensive understanding of how 

companies can proactively manage transportation and 

logistics risks to ensure continuity and competitiveness 

in a rapidly evolving global marketplace. Through this 

Figure 2: Risk Management framework 
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investigation, the study contributes to the growing body 

of knowledge on SCRM by offering actionable insights 

for supply chain professionals to develop more resilient 

and adaptable logistics systems. 

 Literature Review 

The field of supply chain risk management (SCRM) has 

garnered significant attention due to the increasingly 

interconnected and global nature of supply chains, 

which are now more susceptible to various risks than 

ever before. This section explores the existing body of 

literature surrounding the identification, assessment, 

and mitigation of risks in transportation and logistics 

within the supply chain context. Over the past few 

decades, scholars and practitioners have recognized that 

risks in transportation and logistics are no longer 

confined to physical disruptions but extend to 

economic, regulatory, technological, and geopolitical 

challenges. The rapid evolution of technology, 

including predictive analytics, the Internet of Things 

(IoT), and blockchain, has also transformed risk 

management practices, making it possible to predict, 

monitor, and mitigate risks more effectively. This 

literature review synthesizes key findings from recent 

studies on supply chain risks and strategic risk 

management approaches, highlighting the theoretical 

frameworks and empirical research that shape our 

current understanding of minimizing risks in 

transportation and logistics. 

 Evolution of Supply Chain Risk Management 

(SCRM) 

The evolution of supply chain risk management 

(SCRM) has been shaped by the increasing complexity 

and globalization of supply chains. Early supply chain 

risk management approaches were largely reactive, 

focusing on addressing disruptions after they occurred 

(Berger et al., 2004). In these early stages, companies 

often relied on ad-hoc solutions to recover from 

disruptions caused by unforeseen events such as natural 

disasters, accidents, and supplier issues (Chopra & 

Sodhi, 2004). As supply chains became more 

interconnected, the need for more systematic risk 

management practices grew, leading to the development 

of more structured approaches that emphasized 

proactive risk identification and mitigation (Christopher 

& Peck, 2004). This shift in focus from reactive to 

proactive strategies marked a key turning point in the 

evolution of SCRM, as companies recognized the 

financial and operational benefits of anticipating risks 

and preparing for potential disruptions before they 

occurred (Sinha et al., 2004). 

In the early stages of SCRM, risk management 

strategies were primarily focused on operational risks 

such as delays in transportation, supplier failures, and 

production halts (Berger et al., 2004). These early 

strategies typically employed reactive approaches, 

where companies responded to risks only after 

disruptions had already impacted the supply chain 

(Norrman & Jansson, 2004). However, as supply chains 

became more global and complex, scholars began 

advocating for proactive risk management practices, 

where risks are identified, assessed, and mitigated 

before they materialize (Jüttner, 2005). Proactive 

strategies emphasize the importance of building 

resilience into the supply chain, enabling companies to 

better withstand and recover from disruptions (Sinha et 

 

Figure 3: Evolution of Supply Chain Risk Management (SCRM) 
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al., 2004). This shift also saw the introduction of risk 

assessment frameworks, which allowed companies to 

quantify and prioritize risks based on their potential 

impact and likelihood (Zsidisin et al., 2005). Such 

frameworks have since become central to modern 

SCRM practices. 

The rise of globalization has fundamentally changed the 

structure of supply chains, introducing new risks and 

increasing the complexity of managing them. As 

businesses expanded their operations across borders, 

they became more vulnerable to external shocks such as 

political instability, trade wars, and natural disasters 

(Cruz et al., 2006). Globalization has also led to longer 

and more fragmented supply chains, making it more 

difficult for companies to maintain visibility and control 

over their operations (Zsidisin et al., 2005). The 

interconnectedness of global supply chains means that 

disruptions in one part of the world can quickly cascade 

and affect operations in other regions (Hale & Moberg, 

2005). This increased vulnerability has driven 

companies to adopt more sophisticated risk 

management strategies, including multi-tier supplier 

risk assessments and collaborative partnerships with 

suppliers to improve risk visibility (Colicchia et al., 

2010). These strategies are essential in addressing the 

complexities and risks associated with global supply 

chains. 

International trade and global logistics networks have 

also introduced new risks to supply chains, further 

complicating SCRM practices. For example, external 

shocks such as natural disasters, geopolitical events, and 

economic fluctuations can disrupt the flow of goods 

across borders, leading to delays, increased costs, and 

lost revenue (Talluri et al., 2004). In response to these 

challenges, companies have increasingly turned to 

technologies such as predictive analytics, IoT, and 

blockchain to enhance visibility and control over their 

supply chains (Oke & Gopalakrishnan, 2009). These 

technologies allow businesses to monitor real-time data 

and predict potential disruptions before they occur, 

enabling more effective risk mitigation strategies (Kang 

& Kim, 2012). Furthermore, the complexity of global 

logistics networks requires companies to develop 

contingency plans and diversify their supply sources to 

minimize the impact of external shocks (Tse & Tan, 

2011). As international trade continues to evolve, so too 

will the need for innovative risk management strategies 

to address the growing uncertainties and challenges in 

global supply chains. 

 Risks in Transportation and Logistics 

The transportation and logistics sectors face a wide 

range of risks that can disrupt supply chain operations, 

particularly in a globalized environment. Physical risks, 

such as natural disasters, accidents, and transportation 

delays, have long been recognized as primary threats to 

supply chain continuity (Wagner & Silveira-Camargos, 

2012). Natural disasters like hurricanes, earthquakes, 

and floods can halt transportation networks, leading to 

significant delays and damage to goods in transit (Giri, 

2011). Similarly, accidents and mechanical failures can 

disrupt logistics operations, particularly in industries 

reliant on time-sensitive deliveries (Wagner & Silveira-

Camargos, 2012). Additionally, weather-related delays 

remain a persistent challenge in global transportation, 

further amplifying physical risks (Sodhi & Tang, 2009). 

These physical risks, while longstanding, continue to 

evolve with the increasing complexity of global supply 

chains. 

Geopolitical and economic risks have become more 

prevalent in recent years due to the volatility of 

international trade relations and political climates. 

Trade wars, such as those between the U.S. and China, 

have disrupted global supply chains by imposing tariffs, 

leading to increased costs and delays (Yang et al., 

2022). Political instability in key regions, particularly 

those that serve as major manufacturing or 

transportation hubs, adds further uncertainty to global 

logistics (Wiengarten et al., 2013). For instance, 

political upheaval or civil unrest can lead to port 

closures or restrictions on the movement of goods 

across borders, severely disrupting supply chains (Ho et 

al., 2015). Additionally, economic fluctuations, such as 

currency devaluations or sudden changes in fuel prices, 

can negatively affect logistics operations, making it 

essential for businesses to adopt strategies that mitigate 

these risks (Samvedi et al., 2013). Addressing 

geopolitical and economic risks requires supply chain 

managers to remain agile and responsive to external 

developments. 
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Regulatory risks pose another significant challenge in 

transportation and logistics, as changing laws and 

compliance requirements can directly impact supply 

chain operations. Changes in environmental 

regulations, such as those aimed at reducing carbon 

emissions or limiting the use of certain materials, can 

affect transportation practices and increase costs (Scott 

et al., 2013). Compliance with different countries' 

regulations often requires adjustments in logistics 

practices, including changes in packaging, labeling, or 

documentation for international shipments (Vedel & 

Ellegaard, 2013). Additionally, companies operating in 

multiple jurisdictions must stay updated on evolving 

labor laws, safety standards, and import/export controls 

to avoid fines or disruptions (Pettit et al., 2013). Failing 

to comply with regulatory requirements can lead to 

delays, increased costs, and damage to a company's 

reputation, making regulatory risk management a 

critical component of modern supply chain strategies 

(Kumar & Tiwari, 2013). 

The adoption of Just-In-Time (JIT) and lean inventory 

practices, while enhancing efficiency, has also 

amplified certain risks within transportation and 

logistics networks. JIT strategies rely on reducing 

inventory levels and delivering goods exactly when 

needed, minimizing storage costs and excess inventory 

(Mak & Shen, 2012). However, this practice increases 

supply chain vulnerability to disruptions, as even minor 

delays or issues in transportation can halt production 

lines or lead to stockouts (Tsai et al., 2008). The 

reduction in buffer inventory means that companies 

have less flexibility to absorb delays caused by external 

risks such as weather, political instability, or supplier 

failures (Kayis & Karningsih, 2012). Lean practices, 

while focusing on efficiency, similarly increase reliance 

on a smooth and uninterrupted flow of goods, which can 

be challenging to maintain in a volatile global market 

(Tang, 2006). Therefore, while JIT and lean approaches 

optimize operational costs, they necessitate stronger 

risk management practices to mitigate the amplified 

risks in transportation and logistics. 

Given the diverse range of risks facing transportation 

and logistics, companies must adopt multifaceted 

strategies to mitigate potential disruptions. For physical 

risks, businesses often invest in redundancy and 

contingency planning, including alternate 

transportation routes, multiple suppliers, and diversified 

logistics networks (Cucchiella & Gastaldi, 2006). 

Advanced technologies such as predictive analytics and 

IoT sensors are increasingly used to monitor 

transportation conditions in real time and identify 

potential disruptions before they escalate (Hallikas et 

al., 2005). Geopolitical and economic risks can be 

mitigated through diversification of supply chains, 

including sourcing from different regions to reduce 

reliance on politically unstable areas (Baghalian et al., 

2013). Regulatory risks require continuous monitoring 

of legal changes and the establishment of compliance 

teams to ensure that transportation practices align with 

local laws (Hult et al., 2010). Ultimately, a combination 

of proactive strategies, including greater supply chain 

visibility, real-time data analysis, and collaboration 

with partners, is necessary to minimize risks in modern 

transportation and logistics networks.

 

 

 

 

 

Figure 4: Risks in Transportation and Logistics 
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 Theoretical Frameworks for Risk Identification 

and Assessment 

2.3.1 Risk Identification Models 

Risk identification models are a fundamental aspect of 

supply chain risk management, allowing organizations 

to recognize and evaluate potential disruptions before 

they occur. Traditional models, such as risk matrices 

and risk probability assessments, have long been used 

to categorize risks based on their likelihood and impact 

(Mak & Shen, 2012). These models provide a structured 

approach to identifying risks, enabling companies to 

prioritize threats and allocate resources to the most 

critical areas. Risk matrices, in particular, help visualize 

the relative importance of various risks by mapping 

them on a two-dimensional grid, which simplifies 

decision-making for supply chain managers (Tsai et al., 

2008). While these traditional tools remain valuable, 

they are increasingly complemented by more advanced 

methods, such as statistical and machine learning 

models, which offer greater precision in forecasting 

potential risks based on historical data and real-time 

information (Baghalian et al., 2013). 

Over time, risk identification and assessment methods 

have evolved to incorporate both qualitative and 

quantitative approaches. Early qualitative models relied 

heavily on subjective judgment and expert opinion, 

allowing companies to assess risk factors based on 

experience and intuition (Cucchiella & Gastaldi, 2006). 

However, with the increasing complexity of global 

supply chains, quantitative tools have gained 

prominence. These tools utilize statistical techniques, 

probability models, and simulation to objectively 

measure the likelihood and impact of risks (Radke & 

Tseng, 2012). More recent advancements, such as 

predictive analytics and scenario analysis, allow 

businesses to simulate different risk scenarios and 

evaluate the potential outcomes, enabling more 

informed decision-making (Hult et al., 2010). As 

businesses increasingly rely on data-driven decision-

making, the integration of qualitative insights with 

quantitative tools is becoming essential for 

comprehensive risk assessments (Baghalian et al., 

2013). 

2.3.2 Resilience and Flexibility Frameworks 

Resilience frameworks focus on enhancing the ability 

of supply chains to absorb disruptions and quickly 

recover from them. One of the key strategies within 

resilience frameworks is building redundancy into 

supply chain networks, which involves maintaining 

backup suppliers, alternative transportation routes, and 

additional inventory to buffer against potential 

disruptions (Leat & Revoredo-Giha, 2013). 

Additionally, multi-modal logistics networks, which 

Figure 5: Risk Identification Models 

Figure 6: Resilience and Flexibility Frameworks 
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allow companies to shift between different modes of 

transportation such as road, rail, sea, or air, further 

enhance resilience by providing flexibility in the face of 

disruptions (Xiao & Yang, 2009). The integration of 

resilience frameworks into supply chain management 

practices has been shown to mitigate the ripple effect of 

disruptions, ensuring that companies can continue 

operations even when specific elements of the supply 

chain are affected (Hult et al., 2010). These frameworks 

have proven critical in reducing vulnerability to 

disruptions caused by natural disasters, geopolitical 

instability, and economic fluctuations. 

Flexibility is a core element in managing logistics and 

transportation risks, especially in an environment where 

disruptions are frequent and unpredictable. (Poojari et 

al., 2008) argue that flexibility allows supply chains to 

adapt to changing conditions and recover from 

disruptions more effectively. This includes the ability to 

quickly switch suppliers, modify production schedules, 

and reroute shipments when necessary (Giunipero & 

Eltantawy, 2004). The need for flexibility has become 

more pressing in globalized supply chains, where 

transportation risks can arise from a range of sources, 

such as changing trade policies, natural disasters, or 

economic instability (Sawik, 2013). Companies that 

invest in flexible logistics networks, supported by 

advanced technology and real-time data, are better 

equipped to manage these disruptions, reduce lead 

times, and maintain customer satisfaction in the face of 

challenges (Kull & Closs, 2008). Flexibility not only 

mitigates risks but also provides a competitive 

advantage by enabling companies to respond more 

rapidly to market changes. 

2.3.3 Integration of Resilience and Flexibility in 

Modern SCRM Frameworks 

The integration of resilience and flexibility within 

modern supply chain risk management (SCRM) 

frameworks represents a holistic approach to mitigating 

risks in transportation and logistics. Companies 

increasingly recognize that resilience and flexibility are 

complementary strategies that, when used together, can 

significantly reduce supply chain vulnerabilities (Mak 

& Shen, 2012). For example, a resilient supply chain 

might have built-in redundancy, while a flexible supply 

chain can quickly adapt to shifting conditions or bypass 

obstacles. Technologies such as the Internet of Things 

(IoT) and blockchain further enhance these frameworks 

by providing real-time monitoring and greater visibility 

into supply chain operations, allowing companies to 

identify risks earlier and respond more effectively (Leat 

& Revoredo-Giha, 2013). The adoption of these 

integrated frameworks is essential in today’s fast-

changing and uncertain business environment, enabling 

businesses to anticipate, withstand, and recover from 

supply chain disruptions more efficiently. 

 Strategic Approaches to Risk Mitigation in 

Transportation and Logistics 

Proactive risk management strategies are essential for 

minimizing transportation and logistics risks in modern 

supply chains. Best practices in this area include 

developing contingency plans, sourcing from multiple 

suppliers, and diversifying transportation routes to 

prevent disruptions (Hult et al., 2010). By implementing 

contingency plans, companies prepare for potential 

risks by identifying alternative courses of action before 

a disruption occurs. Alternative sourcing is another key 

element, as relying on a single supplier increases 

vulnerability to disruptions. Diversification, in turn, 

involves using multiple transportation modes and routes 

to minimize the impact of any single point of failure 

(Radke & Tseng, 2012). For instance, in the automotive 

industry, companies such as Toyota have successfully 

implemented proactive risk management strategies by 

maintaining a diversified supply chain and developing 

robust contingency plans, allowing them to recover 

quickly from disruptions (Hallikas et al., 2005). These 

proactive measures are integral to mitigating risks in 

transportation and logistics, particularly in an 

increasingly globalized and unpredictable environment. 

Collaboration and information sharing between supply 

chain partners play a critical role in enhancing risk 

management. By fostering collaborative relationships, 

companies can share information about potential 

disruptions and work together to develop joint risk 

mitigation strategies (Poojari et al., 2008). This 

collaboration is especially valuable in complex, global 

supply chains where risks are distributed across 

multiple geographies and partners. Real-time 

communication and information sharing platforms, 

such as cloud-based systems and blockchain, facilitate 

this process by providing transparent and accurate data 

to all parties involved (Sawik, 2013). For example, 

Walmart's implementation of blockchain technology in 

its food supply chain has enabled it to trace products 

file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_70
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_26
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_50
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_50
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_19
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_19
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_55
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_35
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_40
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_40
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_37
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_37
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_26
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_51
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_24
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_50
file:///C:/Users/LENOVO/Desktop/On%20going/Emu%20et%20al_Article%203_Draft1_Final.docx%23_ENREF_55


Vol 01 | Issue 01 | October 2024  80  

             

       

    ACADEMIC JOURNAL ON INNOVATION, ENGINEERING & EMERGING TECHNOLOGY 

     Doi: 10.69593/ajieet.v1i01.125 
 

 

 

from farm to store, improving risk detection and 

response times (Tsai et al., 2008). The ability to share 

information in real time not only helps mitigate risks but 

also builds trust and collaboration among supply chain 

partners, fostering a more resilient logistics network. 

Effective risk monitoring and continuous improvement 

processes are essential components of modern risk 

management strategies in transportation and logistics. 

Companies use a variety of tools to monitor risks in real 

time, such as IoT sensors, predictive analytics, and 

software platforms that track the movement of goods 

and detect potential disruptions (Hallikas et al., 2004). 

These tools provide companies with critical data that 

allow them to respond quickly to emerging risks, such 

as delays, accidents, or changes in regulatory 

conditions. Moreover, continuous improvement 

processes, which involve regularly reviewing and 

refining risk management practices, ensure that 

companies remain adaptable in the face of new 

challenges (Hult et al., 2010). For instance, Amazon’s 

logistics network is continuously monitored and 

optimized, allowing the company to quickly adjust its 

operations in response to fluctuations in demand or 

transportation disruptions (Poojari et al., 2008). By 

continuously improving their risk management 

strategies, companies can maintain resilient and agile 

supply chains that are capable of withstanding 

unexpected disruptions. 

The continuous improvement of risk management 

processes involves regularly assessing and refining 

strategies to ensure they remain effective in addressing 

emerging threats. This approach emphasizes the 

importance of learning from past disruptions and using 

those insights to enhance future preparedness (Tsai et 

al., 2008). For example, after experiencing supply chain 

disruptions caused by natural disasters, companies such 

as Cisco and Honda implemented continuous 

improvement processes that involved revising their risk 

management strategies to include more robust 

contingency planning and diversified sourcing (Mak & 

Shen, 2012). These improvements help companies not 

only recover more quickly from disruptions but also 

build long-term resilience in their logistics networks. As 

supply chains become more complex, continuous 

improvement is becoming an indispensable practice for 

companies seeking to remain competitive in a rapidly 

changing global market (Giunipero & Eltantawy, 2004). 

 Empirical Studies on Risk Management in 

Transportation and Logistics 

Empirical studies provide valuable insights into how 

companies across various industries have successfully 

implemented risk management strategies in 

transportation and logistics. (Mak & Shen, 2012) 

conducted a detailed analysis of several industries, 

including automotive, retail, and pharmaceuticals, 

demonstrating the effectiveness of proactive risk 

management strategies in mitigating transportation 

risks. In the automotive sector, for instance, companies 

like Toyota have embraced diversified supply chains 

and developed robust contingency plans that allow them 

to recover quickly from disruptions such as supplier 

failures and natural disasters. Similarly, in the retail 

industry, companies such as Amazon have implemented 

real-time monitoring systems that detect risks early and 

allow for immediate corrective action (Tsai et al., 2008). 

In the pharmaceutical industry, temperature-sensitive 

logistics systems enabled by IoT technology help 

mitigate risks related to product spoilage, ensuring that 

products reach their destination in optimal condition 

(Ben-Tal et al., 2011). These case studies highlight the 

importance of industry-specific risk management 

approaches that are tailored to the unique challenges of 

each sector. 

A comparative analysis of risk management practices 

reveals that different industries adopt distinct strategies 

based on the specific risks they face. The automotive 

industry, for example, often focuses on redundancy and 

alternative sourcing strategies to ensure that disruptions 

in the supply of critical components do not halt 

production (Zhang et al., 2011). In contrast, the retail 

industry prioritizes real-time tracking and agile logistics 

systems to manage demand fluctuations and delivery 

delays (Glock & Ries, 2013). The pharmaceutical 

industry, with its strict regulatory requirements and 

need for temperature-controlled transportation, 

emphasizes the use of IoT-enabled sensors and 

blockchain for secure, transparent monitoring of 

shipments (Olson & Wu, 2010). While each industry 

employs different tactics, the underlying principle 
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remains the same: by proactively identifying risks and 

implementing targeted mitigation strategies, companies 

can minimize disruptions and maintain the smooth 

operation of their supply chains (Leat & Revoredo-

Giha, 2013, Shamim, 2022). 

Quantitative studies in the field of risk management 

provide empirical evidence on the impact of specific 

strategies on transportation and logistics performance. 

Tse and Tan (2011) conducted a study that quantified 

the effectiveness of predictive analytics in reducing lead 

times and improving customer satisfaction. By 

analyzing data from several global companies, the study 

found that those employing predictive analytics saw a 

15% reduction in lead times and a 10% increase in 

customer satisfaction due to better anticipation of risks 

such as supplier delays and transportation bottlenecks. 

Similarly, research by Wagner and Silveira-Camargos 

(2012) quantified the impact of diversification and 

alternative sourcing strategies on cost reduction. Their 

analysis revealed that companies with diversified 

supply chains experienced a 20% reduction in overall 

logistics costs during periods of disruption, as they were 

able to quickly switch suppliers or transportation routes 

when needed. These quantitative studies illustrate the 

tangible benefits of implementing robust risk 

management strategies. 

Statistical analyses further highlight the positive 

outcomes of risk management in transportation and 

logistics. Studies have shown that companies 

implementing advanced risk management practices 

achieve significant improvements in key performance 

metrics such as cost reduction, lead time improvement, 

and customer satisfaction. For instance, Kang and Kim 

(2012) found that companies using IoT for real-time 

tracking and monitoring of goods reduced 

transportation delays by 25% on average, while also 

lowering logistics costs by 12%. In another study, 

Wagner and Silveira-Camargos (2012) demonstrated 

that the adoption of blockchain technology in supply 

chain management improved supply chain visibility and 

reduced fraud, leading to increased trust between 

partners and enhanced customer loyalty. These 

statistical findings underscore the importance of 

integrating technology and strategic risk management to 

achieve better outcomes in transportation and logistics 

performance. 

 Gaps in the Literature  

Despite significant advancements in supply chain risk 

management, emerging risks such as cyber-attacks and 

climate change have introduced new challenges that are 

not fully addressed in the current literature. Cyber-

attacks, for example, are increasingly threatening the 

integrity of global supply chains as digitalization and 

the use of connected devices in logistics expand 

(Kleindorfer & Saad, 2005). Supply chains are 

becoming more vulnerable to hacking, data breaches, 

and ransomware attacks, which can cause operational 

disruptions, financial losses, and reputational damage 

(Wagner & Silveira-Camargos, 2012). While there are 

studies addressing cyber security in broader business 

contexts, there is a lack of comprehensive research on 

how cyber-attacks specifically affect transportation and 

logistics networks (Talluri et al., 2010). Future research 

should focus on developing frameworks and strategies 

for mitigating cyber risks, particularly in transportation 

systems that rely on interconnected technologies like 

IoT and blockchain. 

Climate change is another emerging risk that poses 

significant threats to the global transportation and 

logistics sector. As extreme weather events become 

more frequent, supply chains are increasingly disrupted 

by floods, hurricanes, droughts, and wildfires, which 

can damage transportation infrastructure and delay 

shipments (Kang & Kim, 2012). Studies have begun to 

explore the effects of climate change on supply chain 

resilience, but there is still a gap in understanding how 

companies can adapt to these disruptions in the long 

term (Dietrich & Cudney, 2011). Research has shown 

that companies must rethink their transportation 

strategies by incorporating more sustainable practices 

and developing contingency plans to deal with the 

unpredictable effects of climate change (Cruz, 2013). 

However, there is limited empirical data on the 

effectiveness of these strategies, and further research is 

needed to assess how businesses can incorporate 

climate change resilience into their logistics operations. 

While technological advancements such as IoT, 

blockchain, and predictive analytics have been widely 

studied for their role in enhancing supply chain 

visibility and efficiency, there is a lack of research on 

how these technologies can mitigate emerging risks 

such as cyber-attacks and climate-related disruptions 

(Dietrich & Cudney, 2011). For example, IoT sensors 
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can provide real-time monitoring of transportation 

conditions, but how effective are they in detecting risks 

related to cyber-attacks or environmental hazards? 

Similarly, while blockchain technology has been shown 

to increase transparency and security in supply chains, 

its ability to address cyber and climate-related risks is 

still under-researched (Cruz, 2013).  

 

Emerging Risks Gaps in Literature 

Cyber-attacks Lack of comprehensive research on the impact of cyber-attacks in 

transportation and logistics. 

Climate Change Limited understanding of how companies can adapt transportation strategies 

for climate-related disruptions. 

Technological Advancements (IoT, 

Blockchain, Predictive Analytics) 

Insufficient research on how IoT, blockchain, and predictive analytics can 

mitigate cyber and climate-related risks. 

 Method 

This study adheres to the Preferred Reporting Items for 

Systematic Reviews and Meta-Analyses (PRISMA) 

guidelines, a standardized framework designed to 

promote systematic, transparent, and replicable 

reporting in literature reviews. The process followed in 

this study includes four main steps: Identification, 

Screening, Eligibility, and Inclusion. 

 Identification 

In the first step of the systematic review process, a 

comprehensive database search was conducted to 

identify relevant studies. The search spanned multiple 

academic databases, including Scopus, Web of Science, 

and Google Scholar, using a combination of keywords 

related to transportation, logistics, and supply chain risk 

management. A total of 2,208 records were initially 

identified from these databases. Additionally, 9 records 

were retrieved from other sources, such as relevant 

journals and conference proceedings. This brought the 

total number of records to 2,217. After removing 

duplicates, 2,202 records were retained for further 

screening. 

 Screening 

The 2,202 remaining records were subjected to a title 

and abstract screening to assess their relevance to the 

study’s inclusion criteria. The screening was conducted 

to ensure that the identified studies addressed key topics 

related to transportation and logistics risk management, 

focused on empirical evidence, and employed rigorous 

methodological approaches. As a result of this 

screening, 2,115 records were excluded. These 

exclusions were made for various reasons, including 

studies that were not focused on transportation or 

logistics risk management, studies that dealt with 

unrelated fields such as healthcare or education, and 

records that were not peer-reviewed, such as news 

articles and opinion pieces. At the end of the screening 

phase, 87 articles remained for full-text review. 

 Eligibility 

In the third stage, full-text versions of the 87 remaining 

articles were obtained and reviewed in detail. Each 

article was assessed against the predetermined 

eligibility criteria, which included the scope of the 

study, methodological rigor, and the depth of analysis 

provided on transportation and logistics risk 

management. Of the 87 full-text articles, 50 were 

excluded from further consideration. Specifically, 44 

Table 1: Identified Gaps in literature 

 

 

Figure 7: PRISMA Flow Diagram for this study 
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articles were excluded for being out of scope; these 

studies did not focus primarily on risk management or 

failed to provide sufficient analysis of transportation 

and logistics. Additionally, 3 articles were excluded 

because they lacked sufficient detail in their 

methodology, making it difficult to assess their validity. 

Another 3 articles were excluded for limited 

methodological rigor, such as inadequate sample sizes 

or lack of data transparency. After these exclusions, 37 

articles were deemed eligible for inclusion in the final 

synthesis. 

 Included 

The final step of the systematic review process involved 

synthesizing the findings from the 37 eligible studies. 

These studies were subjected to qualitative analysis, 

focusing on their contributions to understanding risk 

management strategies in transportation and logistics. 

Each article was examined for its insights into best 

practices, technological advancements, and case studies 

related to risk mitigation in the supply chain. These 

studies form the basis of the qualitative synthesis and 

provide empirical evidence for the conclusions drawn in 

this review. 

 

 Findings 

The review of the selected studies revealed several 

significant findings regarding the application of risk 

management strategies in transportation and logistics. 

One of the most prominent findings across the literature 

is the increasing integration of advanced technologies to 

enhance risk detection, monitoring, and mitigation. 

Numerous articles demonstrated the use of predictive 

analytics, IoT, and blockchain technologies as critical 

tools in improving the visibility of goods in transit, early 

detection of potential risks, and ensuring secure, 

transparent transactions across the supply chain. These 

technologies allow companies to analyze historical data 

to anticipate risks, track shipments in real time, and 

maintain immutable records of transactions, which 

minimizes issues such as delays, theft, and fraud. 

Overall, companies that invested in these technologies 

reported higher efficiency in decision-making and a 

quicker response to disruptions. 

Another significant finding from the review is the vital 

role of flexibility in managing logistics risks. Several 

studies underscored the importance of maintaining 

flexible logistics networks, which allow companies to 

adapt swiftly to changes or disruptions. Flexibility 

strategies, such as alternative sourcing, diversified 

transportation modes, and multiple logistics routes, 

were shown to mitigate risks arising from unexpected 

delays or bottlenecks. Organizations that implemented 

these flexible strategies demonstrated reduced 

downtime during disruptions and improved overall 

resilience in supply chain operations. This flexibility 

becomes even more critical in an era of heightened 

global uncertainties, where sudden political, 

environmental, or economic changes can heavily impact 

transportation networks. 

Collaboration between supply chain partners was also a 

key factor emphasized across many studies. The 

literature highlighted the importance of real-time 

information sharing and collaborative risk management 

between manufacturers, suppliers, and logistics 

providers. Effective collaboration enables all 

stakeholders to have access to timely and accurate 

information about potential risks and disruptions, 

allowing for a coordinated response. Studies provided 

evidence that companies which fostered strong 

relationships with supply chain partners experienced 

smoother communication, better contingency planning, 

and improved overall operational resilience. This 

collaboration is particularly effective in global logistics 

systems, where risks are dispersed across multiple 

regions, requiring coordinated efforts to manage and 

mitigate them effectively. 

The reviewed articles also stressed the significance of 

proactive risk management strategies. A large number 

of studies revealed that companies that proactively 

identify risks and develop contingency plans are better 

positioned to handle disruptions when they occur. 

Proactive approaches, such as conducting regular risk 

assessments, planning for potential disruptions, and 

continuous improvement of risk management practices, 

were found to significantly reduce the impact of crises 

on transportation and logistics operations. In particular, 

organizations that invested in forward-thinking risk 

strategies were more adept at addressing emerging 
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risks, including cyber threats and climate-related 

disruptions, allowing them to maintain operational 

continuity and reduce financial losses. Lastly, the 

review highlighted the growing importance of 

sustainability in risk management within transportation 

and logistics. Numerous studies emphasized the need 

for integrating sustainable practices into logistics to 

mitigate long-term environmental risks, particularly 

those posed by climate change. Companies that adopted 

green logistics practices—such as optimizing 

transportation routes to reduce emissions, utilizing 

renewable energy, and reducing waste—were found to 

not only lower their environmental impact but also 

enhance the resilience of their supply chains against 

climate-related disruptions. Incorporating sustainability 

into risk management strategies also contributes to cost 

reductions, long-term efficiency gains, and improved 

corporate reputation. As the business environment 

becomes more attuned to sustainability, these practices 

are seen as increasingly crucial for future-proofing 

supply chains against evolving risks. 

 Discussion 

The findings of this study highlight several significant 

advancements and strategies in transportation and 

logistics risk management, many of which align with 

earlier research but also reflect new developments in 

technology and strategic thinking. One of the most 

prominent findings was the growing reliance on 

advanced technologies such as predictive analytics, IoT, 

and blockchain to enhance risk visibility and mitigation. 

This finding supports earlier studies, which have 

emphasized the importance of technological integration 

in supply chain management (Gaudenzi & Borghesi, 

2006). However, this study reveals that the application 

of these technologies has expanded significantly in 

recent years. Whereas earlier research focused primarily 

on predictive analytics and its role in forecasting 

demand and optimizing inventory (Nakashima & 

Gupta, 2012, Shamim, 2022), more recent studies, as 

reviewed in this research, demonstrate that predictive 

analytics is now being used to anticipate disruptions and 

minimize risks in transportation networks. Additionally, 

the integration of IoT and blockchain has become more 

prominent, reflecting a shift towards real-time 

monitoring and secure, transparent supply chain 

transactions. 

Another critical finding was the essential role of 

flexibility in managing logistics and transportation 

risks. Earlier studies highlighted the need for supply 

chain agility to respond to sudden disruptions (Chiu et 

al., 2011). This research confirms the continued 

relevance of flexibility but also reveals that companies 

are increasingly focusing on specific strategies such as 

alternative sourcing, diversified transportation modes, 

 

Figure 8: Summary of the findings 
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and multi-route logistics. These approaches allow 

organizations to quickly adapt to disruptions, reducing 

downtime and maintaining operational continuity. In 

comparison to earlier studies, which primarily discussed 

flexibility as a conceptual strategy, the findings from 

this review provide more concrete examples of how 

companies have implemented flexible logistics 

practices in real-world scenarios (Liu & Cruz, 2012). 

Furthermore, the increasing global uncertainties—such 

as political instability and economic fluctuations—

underscore the importance of building resilience 

through flexibility, a trend that has gained more 

attention in recent years. 

Collaboration between supply chain partners also 

emerged as a crucial factor in risk management, a 

finding that both supports and expands upon earlier 

research. Previous studies have long recognized the 

importance of collaboration for improving supply chain 

efficiency (Lei et al., 2012), but this research extends 

that understanding by showing how collaboration 

specifically enhances risk mitigation. The literature 

reveals that companies which engage in real-time 

information sharing and joint contingency planning 

with their suppliers and logistics partners experience 

fewer disruptions and are better able to manage crises. 

Earlier studies primarily focused on internal 

collaboration within organizations (Guo et al., 2006), 

while the current research emphasizes the increasing 

importance of external collaboration across the entire 

supply chain network. This trend reflects the growing 

complexity of global supply chains and the need for 

coordinated risk management efforts among all 

stakeholders. 

The findings related to proactive risk management 

strategies further validate earlier research while also 

providing new insights into emerging risks. Earlier 

studies stressed the value of conducting regular risk 

assessments and maintaining contingency plans (Liu & 

Cruz, 2012). This research confirms those findings, but 

also highlights the growing importance of addressing 

emerging risks such as cyber-attacks and climate-

related disruptions. While previous studies primarily 

focused on traditional risks such as transportation 

delays and supplier failures (Wu et al., 2013), more 

recent literature, as reviewed here, demonstrates that 

companies are now increasingly concerned with digital 

and environmental risks. The incorporation of 

technologies like blockchain and IoT in risk 

management helps address these new challenges, 

providing companies with tools to manage risks that 

were not as prominent in earlier research. This shift 

towards addressing emerging risks reflects the broader 

changes in the global business environment and supply 

chain operations. 

Furtherpore, the findings regarding sustainability in 

transportation and logistics risk management introduce 

a relatively new dimension to the existing literature. 

While earlier studies primarily focused on operational 

risks and efficiency (Jüttner & Maklan, 2011), the 

integration of sustainability into risk management 

strategies is a more recent development. This research 

shows that companies are increasingly adopting green 

logistics practices, such as using renewable energy, 

optimizing routes to reduce emissions, and developing 

sustainable transportation models. These practices not 

only reduce environmental impact but also enhance 

resilience to climate-related risks, such as extreme 

weather events. Previous research did not emphasize 

sustainability as a core component of risk management 

(Kim, 2013), but this study shows that it is becoming a 

critical strategy for future-proofing supply chains. This 

shift reflects broader industry trends towards 

sustainability and the recognition that environmental 

risks can have significant operational and financial 

impacts on global logistics networks. 

 Conclusion 

The findings of this study underscore the critical 

importance of adopting a multifaceted approach to risk 

management in transportation and logistics. As global 

supply chains become increasingly complex and 

exposed to a wide range of traditional and emerging 

risks, companies must leverage advanced technologies 

such as predictive analytics, IoT, and blockchain to 

enhance visibility, real-time monitoring, and decision-

making capabilities. Flexibility and collaboration also 

remain central to mitigating disruptions, allowing 

businesses to adapt swiftly and coordinate effectively 

with supply chain partners. Moreover, the growing 

emphasis on sustainability reflects the need to integrate 

environmentally conscious practices into risk 

management strategies, addressing the long-term 

impacts of climate change and ensuring supply chain 

resilience. While many of these strategies build upon 

earlier risk management frameworks, this study 
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highlights the evolving landscape of risks, particularly 

in relation to cyber threats and climate-related 

disruptions, requiring companies to continuously 

innovate and improve their risk mitigation practices. As 

businesses navigate an increasingly uncertain global 

environment, proactive, flexible, and sustainable 

approaches to risk management will be vital for 

maintaining operational continuity and achieving long-

term success. 
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