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The rapid proliferation of Internet of Things (IoT) devices and sensor 

networks has revolutionized various industries by enhancing automation, 

connectivity, and operational efficiency. However, these advancements have 

also introduced significant security challenges due to the resource 

constraints and decentralized nature of IoT environments. This paper 

provides a systematic review of IoT security solutions, focusing on 

encryption techniques, authentication protocols, and machine learning-

based anomaly detection methods. A total of 55 peer-reviewed articles were 

analyzed following the PRISMA guidelines. The findings reveal that while 

lightweight cryptographic algorithms, such as elliptic curve cryptography 

(ECC), offer robust security with low energy consumption, scalability across 

large IoT networks remains a challenge. Blockchain-based authentication 

has emerged as a promising decentralized solution, but issues related to 

energy consumption and latency hinder its widespread adoption. Machine 

learning techniques have shown high accuracy in detecting threats in real-

time, but their resource-intensive nature limits their application in low-power 

IoT devices. This review underscores the need for multi-layered, integrated 

security frameworks and highlights gaps in research on quantum-resistant 

cryptography and interoperable security standards. Future research must 

focus on developing scalable, energy-efficient security solutions to ensure 

data integrity and privacy in expanding IoT ecosystems. 
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1 Introduction 

The emergence of the Internet of Things (IoT) and 

sensor networks has fundamentally transformed 

numerous industries, including healthcare, agriculture, 

smart cities, manufacturing, and transportation (Mora et 

al., 2017). These technologies enable real-time data 

collection, processing, and decision-making, allowing 

for enhanced automation and operational efficiency. In 

healthcare, for instance, wearable IoT devices monitor 

patient vitals and facilitate remote health management, 

while in agriculture, IoT sensors track soil conditions 

and optimize water usage (Yang et al., 2016). In smart 

cities, IoT devices manage traffic flow, energy 

consumption, and environmental monitoring, 

contributing to sustainable urban development 

(Vadlamani et al., 2016). Despite these benefits, the 

widespread deployment of IoT devices brings new 

challenges, particularly concerning data security and 

privacy. The need for scalable, efficient, and secure 

communication protocols becomes paramount as the 

number of IoT devices and interconnected networks 

continues to grow (Lopez & Farooq, 2020). 

One of the primary challenges in securing IoT devices 

stems from their resource-constrained nature. Most IoT  

devices are designed to be lightweight, which limits 

their computational power, memory, and energy 

resources (Zhang et al., 2017). As a result, 

implementing conventional security measures such as 

strong encryption, complex authentication protocols, 

and secure key management systems is often infeasible 

for these devices. For example, traditional encryption 

techniques like RSA and AES, while robust, can be 

computationally expensive for IoT devices with limited 

processing power (Castro & Liskov, 2002). This 

inherent limitation makes IoT devices susceptible to a 

wide range of cyberattacks, including man-in-the-

middle attacks, denial-of-service (DoS) attacks, and 

data breaches (Sen et al., 2018). The need for 

lightweight cryptographic solutions that can balance 

security and energy efficiency is thus critical in 

addressing these vulnerabilities (Hassan et al., 2019). 

In addition to the constraints of individual devices, the 

decentralized nature of IoT networks presents another 

significant challenge to ensuring data security and 

privacy. IoT networks typically operate in distributed 

environments where devices communicate with each 

other and external systems without centralized control 

 

Figure 1: Overview of the Internet of Things (IoT) Ecosystem 

 

Source: McKinsey (2023) 
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(Makhdoom et al., 2020). This lack of a central 

authority increases the difficulty of implementing 

consistent security policies and makes it easier for 

malicious actors to exploit vulnerabilities in the network 

(Gunawan et al., 2017). For example, compromised 

devices in a smart city network can be used as entry 

points to launch larger-scale attacks, potentially 

disrupting critical infrastructure such as traffic control 

systems and power grids (Elgamal, 1985). Moreover, 

the sheer scale and heterogeneity of IoT networks 

introduce complexity in managing trust, authentication, 

and secure communication between devices with 

varying capabilities (Makhdoom et al., 2020). 

Given these challenges, several studies have explored 

the development of security frameworks tailored 

specifically for IoT environments. Lightweight 

cryptographic algorithms such as elliptic curve 

cryptography (ECC) and lightweight block ciphers have 

been proposed as potential solutions for securing 

resource-constrained devices (Gunawan et al., 2017; 

Rahaman & Bari, 2024). These algorithms provide a 

balance between security and computational efficiency, 

enabling IoT devices to encrypt and authenticate data 

without excessive energy consumption. In parallel, 

researchers have focused on leveraging machine 

learning techniques to enhance threat detection in IoT 

networks (Elgamal, 1985; Hassan et al., 2019). Machine 

learning algorithms, particularly those based on 

anomaly detection, can analyze large datasets generated 

by IoT devices in real time, identifying abnormal 

behavior that may indicate a security threat (Zhang et 

al., 2017). However, while these approaches show 

promise, their integration into real-world IoT systems 

remains limited, and further research is needed to 

develop scalable and interoperable security solutions 

(Farooq et al., 2015).

In addition to technical solutions, there is a growing 

recognition of the importance of regulatory frameworks 

in addressing the security and privacy concerns 

associated with IoT devices and sensor networks. 

Existing regulations, such as the General Data 

Protection Regulation (GDPR) in Europe, place strict 

requirements on the collection, storage, and processing 

of personal data (Wu et al., 2010). However, IoT-

specific regulatory standards are still in their infancy, 

and there is a need for more comprehensive policies that 

address the unique challenges posed by the IoT 

ecosystem (Wu et al., 2010). These policies should 

establish guidelines for secure device manufacturing, 

data encryption, and user consent mechanisms while 

ensuring that security protocols are consistently 

implemented across the entire IoT network (Iqbal et al., 

2017). As IoT adoption continues to expand, especially 

in critical sectors such as healthcare and smart cities, the 

development of robust security frameworks and 

regulatory standards will be essential in safeguarding 

the integrity and privacy of IoT data (Joy et al., 2024a, 

2024b; Md Atiqur, 2023). The primary research 

objective of this study is to develop and evaluate a 

robust security framework for IoT devices and sensor 

networks that addresses both data security and privacy 

concerns while being scalable and efficient for 

resource-constrained environments. Specifically, this 

research aims to investigate the effectiveness of 

lightweight cryptographic algorithms, such as elliptic 

curve cryptography (ECC), in securing data 

transmission in IoT ecosystems without overburdening 

the limited computational resources of these devices 

(Ms et al., 2024; Nahar et al., 2024; Rahaman & Bari, 

2024; Rahaman et al., 2024). Additionally, the study 

seeks to explore the integration of machine learning-

based anomaly detection techniques for real-time threat 

detection, focusing on their capacity to identify and 

mitigate security breaches in highly distributed IoT 

networks. Through these objectives, the research 

intends to provide a comprehensive framework that 

 

Figure 2: General Data Protection Regulation 
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balances security, energy efficiency, and computational 

feasibility, contributing to the broader discourse on 

enhancing data protection and privacy in IoT 

deployments across various industries, including 

healthcare, smart cities, and manufacturing. 

2 Literature Review 

The proliferation of IoT devices and sensor networks 

has sparked significant research interest in the area of 

data security and privacy. With the increasing 

deployment of these technologies across industries, 

ranging from healthcare to smart cities, the 

vulnerabilities inherent in IoT ecosystems have become 

more apparent. This literature review explores the 

current state of research on data security frameworks 

tailored to IoT environments, focusing on encryption 

techniques, authentication protocols, and anomaly 

detection systems. Specifically, it examines the existing 

approaches for securing resource-constrained IoT 

devices, the challenges associated with decentralized 

network architectures, and emerging technologies such 

as machine learning and blockchain in enhancing threat 

detection. By synthesizing key findings from recent 

studies, this review aims to identify gaps in the literature 

and propose future research directions that could lead to 

more scalable and efficient security solutions for IoT 

networks. 

2.1 IoT Security Challenges 

The rapid adoption of IoT devices across various 

industries has revealed significant security challenges, 

primarily due to the resource constraints of these 

devices. IoT devices are typically designed with limited 

computational power, memory, and energy resources, 

which restrict their ability to implement conventional 

security mechanisms, such as strong encryption and 

complex authentication protocols (Farooq et al., 2015; 

Iqbal et al., 2017). These limitations make IoT devices 

vulnerable to a wide array of cyberattacks, including 

man-in-the-middle attacks, denial-of-service (DoS) 

attacks, and unauthorized data access (Chanal & 

Kakkasageri, 2020). Studies have highlighted the need 

for lightweight security solutions that balance 

computational efficiency with robust data protection. 

For instance, Lagkas et al. (2020) emphasize the 

feasibility of elliptic curve cryptography (ECC) and 

lightweight block ciphers, which provide strong 

encryption without overburdening the limited resources 

of IoT devices. Kraijak and Tuwanut (2015) further 

suggest that the design of IoT-specific cryptographic 

algorithms should focus on minimizing energy 

consumption while maintaining the integrity and 

confidentiality of transmitted data. 

In addition to resource constraints, the decentralized 

architecture of IoT networks presents a unique set of 

security challenges. Unlike traditional centralized 

systems, IoT ecosystems operate in highly distributed 

 

Figure 3: Classification of Security Threats in IoT Across Different Layers 
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environments where devices communicate with each 

other and external networks without centralized control 

(Borgohain et al., 2015). This decentralization 

complicates the enforcement of consistent security 

protocols, leading to vulnerabilities that attackers can 

exploit to gain unauthorized access to the network 

(Kraijak & Tuwanut, 2015). Research has shown that 

one of the main issues in decentralized IoT networks is 

ensuring secure communication between heterogeneous 

devices with varying levels of computational capacity 

(Borgohain et al., 2015). Yang et al. (2017) propose a 

trust-based mechanism for securing communication in 

such networks, suggesting that dynamic trust models 

can help mitigate security risks by verifying the 

integrity of devices in real time. However, the 

heterogeneity of devices and lack of standardized 

protocols remain significant challenges in ensuring 

secure, decentralized communication (Zeadally et al., 

2019a). 

Moreover, lightweight cryptographic algorithms have 

garnered considerable attention in the literature for their 

ability to enhance security in resource-constrained IoT 

environments. Studies indicate that algorithms like ECC 

and advanced lightweight block ciphers can be adapted 

to IoT systems, offering a balance between security 

strength and resource consumption (Kraijak & 

Tuwanut, 2015; Tewari & Gupta, 2020). For instance, 

Lagkas et al. (2020) demonstrate that ECC provides 

strong encryption with reduced energy requirements, 

making it a viable option for IoT devices with limited 

computational capacity. Additionally, lightweight 

authentication protocols, such as RFID-based systems, 

have been explored as efficient alternatives to 

traditional methods (Zeadally et al., 2019b). These 

solutions have been shown to effectively secure data 

exchange between devices while ensuring minimal 

impact on energy consumption and processing power 

(Lagkas et al., 2020). However, despite these advances, 

the integration of lightweight cryptography with 

existing IoT systems remains a challenge, particularly 

in large-scale deployments where computational 

resources vary significantly across devices. 

Finally, emerging solutions such as machine learning-

based anomaly detection and blockchain technology 

have been explored to address the unique security 

challenges posed by decentralized IoT networks. 

Machine learning techniques, particularly those focused 

on anomaly detection, can identify suspicious patterns 

of behavior within IoT networks, providing real-time 

protection against cyber threats (Zeadally et al., 2019b). 

For example, Kraijak and Tuwanut (2015) propose a 

machine learning framework that uses behavioral 

analysis to detect abnormal activity in IoT 

environments, offering an additional layer of security. 

Furthermore, blockchain technology has gained 

attention as a decentralized security solution that 

enhances data integrity and ensures secure 

communication between IoT devices without the need 

for a central authority (Zeadally et al., 2019b). 

However, while blockchain has been shown to improve 

security in distributed systems, it presents challenges 

related to energy consumption and processing overhead, 

particularly in resource-constrained IoT environments 

(Dlamini & Johnston, 2016). Future research should 

focus on optimizing these emerging technologies to 

create scalable and efficient security frameworks for 

IoT devices and sensor networks. 

2.2 Encryption and Authentication in IoT 

IoT security largely depends on the implementation of 

efficient cryptographic solutions that can function 

within the constraints of low computational power and 

energy resources (Suo et al., 2012). Lightweight 

cryptographic algorithms, such as elliptic curve 

cryptography (ECC) and lightweight block ciphers, 

have emerged as viable solutions for securing data 

transmission in IoT ecosystems. ECC, for instance, 

provides strong encryption while consuming 

significantly less computational power compared to 

traditional encryption methods like RSA (Lagkas et al., 

2020). Research has demonstrated that lightweight 

block ciphers, such as PRESENT and LED, offer a good 

balance between security and energy efficiency, making 

them suitable for resource-constrained devices 

(Zeadally et al., 2019b). However, Kraijak and Tuwanut 

(2015) argue that while these algorithms improve the 

feasibility of encryption in IoT, their adoption is limited 

by the diversity of IoT devices and their varying 

capacities. This highlights the need for further research 

into optimizing cryptographic algorithms for large-

scale, heterogeneous IoT environments. 

Authentication protocols play a crucial role in ensuring 

secure communication between IoT devices and 

external systems. The challenge lies in implementing 

robust authentication while minimizing the 

computational burden on devices with limited 
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resources. Several studies have explored lightweight 

authentication methods, such as radio-frequency 

identification (RFID)-based systems and pre-shared key 

(PSK) authentication, which have shown promising 

results in securing communication with minimal energy 

consumption (Hernandez-Ramos et al., 2015). Secure 

key management is another area of concern, as 

traditional public key infrastructure (PKI) systems are 

often too complex for IoT devices. Tewari & Gupta, 

2020) propose a decentralized key management system 

that leverages blockchain technology to securely store 

and distribute encryption keys without relying on a 

centralized authority. These solutions illustrate that 

effective authentication in IoT networks requires a 

balance between security strength and computational 

feasibility, a challenge that remains central to ongoing 

research efforts. 

In addition to cryptographic solutions, machine learning 

(ML) has gained attention as a method for improving 

real-time threat detection in IoT networks. Unlike 

traditional rule-based systems, ML-based anomaly 

detection algorithms can analyze vast amounts of data 

generated by IoT devices to identify unusual patterns 

indicative of security threats (Lagkas et al., 2020). 

Studies by Zeadally et al. (2019b) emphasize the 

importance of integrating ML models into IoT security 

frameworks to enhance the detection of both known and 

unknown attacks. For example, supervised learning 

models, such as support vector machines (SVMs) and 

random forests, have been successfully used to detect 

anomalies in sensor data, achieving high accuracy rates 

with minimal computational overhead (Tewari & 

Gupta, 2020). However, Hernandez-Ramos et al. (2015) 

caution that the success of ML-based threat detection 

depends on the quality of the training data, which raises 

concerns about data privacy and the potential for bias in 

model predictions. 

Behavioral analysis and pattern recognition have also 

emerged as key components of ML-based threat 

detection in IoT security. By analyzing the normal 

behavior of IoT devices and comparing it with real-time 

data, AI-based systems can detect deviations that may 

signal malicious activity (Dlamini & Johnston, 2016). 

Research by Gronbaek (2008) highlights the 

 

Figure 4: Authentication Process Between IoT Devices and Servers for Securing Communication Channels 
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effectiveness of unsupervised learning techniques, such 

as clustering and neural networks, in identifying 

behavioral anomalies without requiring labeled training 

data. These methods are particularly useful in IoT 

environments, where the heterogeneity of devices 

makes it difficult to establish universal rules for normal 

behavior. Furthermore, Zhaofeng et al. (2021) 

demonstrate that AI-powered behavioral analysis can be 

integrated with existing cryptographic solutions to 

provide a multi-layered approach to IoT security. While 

this approach shows great potential, Noor and Hassan 

(2019) note that the complexity of AI models can be a 

barrier to their widespread adoption in resource-

constrained IoT devices. Despite the advances in 

anomaly detection and behavioral analysis, the 

integration of AI into IoT security frameworks remains 

a work in progress. One of the key challenges is 

ensuring that AI algorithms can function efficiently 

within the limited resources of IoT devices without 

compromising detection accuracy (Chaqfeh & 

Mohamed, 2012). Alphonsa and Ravi (2016) suggest 

that hybrid models combining ML and traditional 

security measures, such as rule-based systems and 

encryption, offer a promising solution. These hybrid 

approaches can leverage the strengths of both methods, 

providing real-time threat detection while ensuring that 

computational resources are used efficiently. However, 

further research is needed to optimize these models for 

large-scale IoT deployments, particularly in critical 

infrastructure sectors such as healthcare and smart cities 

(Wang et al., 2014). As IoT continues to expand, the 

development of scalable and energy-efficient security 

solutions will be essential to safeguarding the vast 

amounts of data generated by interconnected devices. 

2.3 Blockchain for IoT Security 

Blockchain technology has gained widespread attention 

for its potential to enhance security in decentralized IoT 

networks by providing a distributed and tamper-

resistant ledger system. As IoT ecosystems grow in size 

and complexity, traditional centralized security 

solutions are becoming less effective in managing data 

integrity, privacy, and secure communication between 

devices. Blockchain, with its decentralized structure, 

offers a solution by enabling secure data sharing and 

authentication across heterogeneous IoT devices 

without requiring a central authority (Bor et al., 2016). 

The inherent immutability and transparency of 

blockchain technology ensure that once data is recorded 

in the blockchain, it cannot be altered or deleted, 

making it an effective tool for securing IoT networks 

against unauthorized tampering (Mohanraj et al., 2016). 

Furthermore, research has demonstrated that blockchain 

can be used to secure sensitive data in IoT systems, such 

as healthcare and smart cities, by enabling encrypted 

data storage and decentralized access control (Sharma 

& Saini, 2020). These studies highlight the potential of 

blockchain to serve as a decentralized security solution, 

particularly in environments where traditional methods 

fall short. 

Despite its advantages, blockchain-based security 

solutions face significant challenges, particularly 

concerning scalability in IoT environments. The 

decentralized nature of blockchain requires that each 

node in the network participate in the verification 

process, which can lead to delays and high latency, 

especially in large-scale IoT deployments (Alphonsa & 

Ravi, 2016). For example, Bor et al. (2016) discuss the 

limitations of blockchain's transaction throughput, 

which struggles to accommodate the vast number of 

transactions generated by IoT devices in real-time. 

Similarly, Sengul (2017) highlight the scalability issues 

of public blockchains like Ethereum, where the need for 

global consensus slows down the system's ability to 

process large volumes of IoT data. To address these 

concerns, researchers have explored the use of 

lightweight blockchain models tailored for IoT 

applications. For instance, Sengul (2017) propose a 

permissioned blockchain framework that reduces the 

computational overhead by limiting the number of 

nodes involved in the consensus process, making it 

more suitable for IoT environments. However, these 

models are still in the experimental phase and require 

further development to be fully viable in large-scale IoT 

networks (Noor & Hassan, 2019; Sengul, 2017). 

Another significant limitation of blockchain in IoT 

security is its high energy consumption and processing 

overhead. The consensus mechanisms used in 

blockchain, such as Proof of Work (PoW), require 

substantial computational resources, which are often 

beyond the capabilities of most IoT devices (Mohanraj 

et al., 2016). Studies have shown that the energy-

intensive nature of blockchain can pose a significant 

barrier to its widespread adoption in IoT, particularly in 

resource-constrained environments like sensor 

networks and wearable devices (Sharma & Saini, 2020). 
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For instance, Sankaran (2016) point out that while 

blockchain ensures data security, the computational cost 

of maintaining the ledger and achieving consensus can 

outweigh its benefits, especially in energy-sensitive IoT 

applications. To mitigate this issue, alternative 

consensus algorithms, such as Proof of Stake (PoS) and 

Proof of Authority (PoA), have been proposed to reduce 

energy consumption and make blockchain more 

feasible for IoT (Khan et al., 2012). However, these 

alternative solutions still face challenges related to trust, 

decentralization, and security, requiring further research 

to optimize their use in IoT ecosystems. 

2.4 Gaps in the Literature 

While significant progress has been made in securing 

IoT networks, several key areas remain underexplored, 

leaving room for further research. One such area is the 

lack of comprehensive, scalable security frameworks 

tailored to the unique characteristics of IoT devices. 

Most existing security solutions focus on addressing 

individual vulnerabilities, such as lightweight 

cryptography or anomaly detection, but fail to offer 

integrated frameworks that can be applied across 

heterogeneous IoT environments (Ravindran et al., 

2013). The literature also indicates a gap in research on 

end-to-end security models that encompass both data 

transmission and storage, particularly in environments 

where IoT devices interact with external systems like 

cloud infrastructures (Sharma & Saini, 2020). 

Furthermore, while blockchain and machine learning 

have been proposed as potential solutions, their 

practical integration into large-scale IoT systems 

remains underdeveloped, with few studies addressing 

how these technologies can work together to provide 

layered security (Giang et al., 2015). Thus, future 

research should focus on developing holistic security 

frameworks that integrate multiple security mechanisms 

to ensure comprehensive protection across all layers of 

IoT ecosystems. 

A significant gap also exists in addressing the 

scalability of existing IoT security solutions. IoT 

networks are characterized by their large scale and 

heterogeneity, comprising millions of devices with 

varying computational capacities and security 

requirements. However, many of the cryptographic and 

authentication solutions currently in use were not 

designed to scale effectively in such environments 

(Ahmed et al., 2024; Hossain et al., 2024; Islam, 2024; 

Islam & Apu, 2024). For instance, public blockchain-

based security frameworks, while effective in small-

scale deployments, face challenges in scaling to 

accommodate the massive transaction volumes 

generated by IoT devices (Joy et al., 2024; Maraj et al., 

2024; Rahman et al., 2024). Additionally, lightweight 

cryptographic algorithms, such as elliptic curve 

cryptography (ECC), have proven effective in securing 

individual devices but may struggle to maintain 

performance when implemented across vast, distributed 

networks (Sankaran, 2016; Sengul, 2017). Research is 

therefore needed to develop scalable security protocols 

that can accommodate the dynamic nature of IoT 

networks without compromising performance or 

security. 

Interoperability is another area that requires further 

exploration in IoT security research. IoT networks often 

consist of devices from different manufacturers, each 

operating on various communication protocols and 

security standards (Al-Fuqaha et al., 2015). This lack of 

standardization poses significant challenges in 

Figure 5: Flowchart for K-Means Based Intrusion 

Detection in IoT Networks 
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implementing uniform security measures across 

devices, leading to vulnerabilities that attackers can 

exploit (Sethi & Sarangi, 2017). Studies have called for 

the development of interoperable security frameworks 

that can be applied across different IoT platforms, 

ensuring that devices can securely communicate 

regardless of their underlying architecture (Mena et al., 

2018). However, this remains a largely underexplored 

area, with most research focusing on security solutions 

for specific IoT ecosystems, such as smart cities or 

healthcare (Al-Fuqaha et al., 2015). Future work should 

aim to create standardized security protocols that ensure 

compatibility between devices while providing robust 

protection against a wide range of threats. 

 

Gap Description 

Comprehensive, scalable IoT 

security frameworks 

Lack of integrated, end-to-end security solutions that protect 

heterogeneous IoT environments. 

  
Scalability of existing IoT security 

solutions 

Many cryptographic and authentication methods fail to scale for large, 

diverse IoT networks. 

  
Interoperability between IoT devices 

and platforms 

Inconsistent protocols across devices from different manufacturers, 

creating vulnerabilities. 

  
Quantum-resistant cryptography for 

IoT networks 

Existing cryptographic methods like RSA and ECC may be vulnerable to 

quantum computing attacks. 

Another emerging area of interest that has received 

insufficient attention is the potential of quantum-

resistant cryptography for securing IoT networks. As 

quantum computing technology continues to advance, 

the cryptographic algorithms currently used to secure 

IoT devices, such as RSA and ECC, may become 

obsolete, as quantum computers could easily break 

these encryption schemes (Jim et al., 2024). While some 

studies have begun exploring quantum-resistant 

algorithms, such as lattice-based cryptography, their 

application in resource-constrained IoT environments 

remains largely theoretical (Abdur et al., 2024). In 

addition, there is a growing need for research on multi-

layered security protocols that combine cryptographic 

methods with machine learning and blockchain 

technologies to provide enhanced protection against 

both classical and quantum computing threats (Rahman 

et al., 2024). Addressing these gaps is critical to 

ensuring the long-term security and resilience of IoT 

networks as technological advancements continue to 

evolve 

3 Method 

This study follows the Preferred Reporting Items for 

Systematic Reviews and Meta-Analyses (PRISMA) 

guidelines to ensure a comprehensive and systematic 

approach to reviewing IoT security solutions. The steps 

taken in this methodology are outlined below: The study 

commenced by formulating key research questions 

focused on addressing the security challenges in IoT 

environments, with an emphasis on encryption, 

authentication, and anomaly detection methods. These 

questions were designed to guide the literature search, 

selection, and analysis of relevant articles, ensuring that 

the review remained centered on IoT-specific security 

concerns and technological solutions. 

3.1 Search Strategy: 

A detailed search strategy was employed across several 

academic databases, including IEEE Xplore, Springer, 

and ScienceDirect, to capture peer-reviewed articles 

published between 2010 and 2023. The search terms 

included combinations of key phrases such as "IoT 

security," "lightweight cryptography," "blockchain in 

IoT," "anomaly detection in IoT," and "machine 

learning in IoT security." In total, the search yielded 350 

potential articles, which were then screened to 

determine their relevance to the study’s objectives. 

3.2 Study Selection: 

The study selection process followed a two-phase 

screening approach. In the first phase, titles and 

abstracts of the 350 articles were reviewed to assess 

Table 1: Summary of the Gaps 
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their relevance to IoT security challenges. After this 

initial review, 210 articles were excluded due to lack of 

relevance, outdated information, or absence of 

empirical data. In the second phase, full-text reviews 

were conducted for the remaining 140 articles. Of these, 

85 articles were further excluded based on the 

predefined inclusion and exclusion criteria, resulting in 

a final sample of 55 articles that were selected for 

detailed analysis. 

3.3 Inclusion and Exclusion Criteria: 

Inclusion criteria required that articles focus 

specifically on IoT environments and propose security 

solutions relevant to encryption, authentication, or 

anomaly detection. Only peer-reviewed studies that 

discussed lightweight cryptographic algorithms, 

decentralized authentication methods, or the application 

of machine learning in threat detection for IoT were 

included. Exclusion criteria were applied to articles that 

addressed general cybersecurity issues not specific to 

IoT, lacked validation through peer-review, or did not 

present empirical findings. In total, 55 articles were 

selected for in-depth review. 

3.4 Data Extraction: 

A standardized data extraction form was developed to 

systematically capture key information from each of the 

55 selected studies. Extracted data included the type of 

IoT security solution proposed, details of the 

implementation, effectiveness of the security measures, 

and any identified challenges or limitations. The 

extracted data were then categorized into three primary 

themes: encryption techniques (22 articles), 

authentication protocols (18 articles), and anomaly 

detection methods (15 articles). This thematic 

classification facilitated a structured analysis of current 

trends and gaps in the literature.

4 Finding 

The systematic review of 55 selected articles yielded 

several key insights into the current state of IoT security 

solutions, with a focus on encryption techniques, 

authentication protocols, and anomaly detection 

methods. The analysis revealed that lightweight 

cryptographic solutions, such as elliptic curve 

cryptography (ECC) and lightweight block ciphers, 

were widely discussed as viable options for resource-

constrained IoT environments. Of the 22 articles 

focusing on encryption techniques, 17 highlighted the 

Figure 6: Adapted PRISMA Method for this study 
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trade-off between security strength and computational 

efficiency. For example, (Akyildiz et al., 2015) 

demonstrated that ECC provides robust security while 

maintaining low energy consumption, making it ideal 

for IoT devices with limited processing power. 

However, the findings also identified challenges in 

scaling lightweight cryptography across large, 

heterogeneous IoT networks, particularly in managing 

key distribution and encryption speed. 

In the domain of authentication, 18 articles examined 

decentralized authentication methods as a more scalable 

alternative to traditional centralized systems. 

Blockchain technology, in particular, emerged as a 

promising solution for secure key management and 

decentralized authentication in IoT networks. Six 

studies demonstrated successful implementation of 

blockchain-based authentication frameworks, 

emphasizing their ability to secure communication 

across heterogeneous devices without relying on a 

central authority. Al-Fuqaha et al. (2015)  proposed a 

permissioned blockchain model that significantly 

reduces the computational overhead involved in key 

management. However, while blockchain enhances data 

integrity and authentication, it was also noted that its 

energy consumption and latency remain challenges in 

resource-constrained environments, especially in larger 

IoT networks. 

Machine learning-based anomaly detection methods 

were a significant focus in 15 of the reviewed studies, 

with many researchers advocating for the integration of 

machine learning techniques to detect real-time threats 

in IoT networks. Supervised and unsupervised learning 

models, such as support vector machines (SVMs) and 

neural networks, were commonly used to identify 

abnormal patterns in IoT data streams. Studies by Sethi 

and Sarangi (2017) and Giang et al. (2015) 

demonstrated the effectiveness of machine learning in 

identifying both known and unknown security threats, 

achieving detection rates as high as 95% in controlled 

environments. However, the findings also revealed that 

the success of these models depends heavily on the 

quality and volume of training data. Additionally, there 

 

Figure 7: summary of the Findings 
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are concerns about the resource intensity of machine 

learning models, which may not be suitable for low-

power IoT devices without further optimization. 

A key theme identified in 12 studies was the importance 

of integrating multiple security solutions to create a 

layered security framework. For example, combining 

lightweight cryptography with machine learning-based 

anomaly detection was proposed as a strategy to 

mitigate the weaknesses of individual security 

solutions. Bandyopadhyay and Sen (2011) highlighted 

that cryptographic measures could protect data 

integrity, while machine learning models could provide 

real-time threat detection, thereby ensuring end-to-end 

security in IoT networks. Despite the theoretical 

potential of these combined approaches, few practical 

implementations were found in the literature. Studies 

emphasized the need for more research into the 

integration and optimization of multi-layered security 

frameworks that can function effectively in both small- 

and large-scale IoT deployments. Lastly, the findings 

revealed several gaps in the current research. Although 

blockchain and machine learning have shown promise 

as decentralized security solutions, their scalability and 

energy efficiency in large IoT networks remain 

significant challenges. Additionally, there was limited 

exploration of quantum-resistant cryptography, a 

critical area given the potential future threats posed by 

quantum computing to IoT encryption methods like 

ECC. Only three studies mentioned quantum-resistant 

algorithms, indicating a need for further research into 

their applicability in resource-constrained 

environments. The need for standardized, interoperable 

security frameworks was another major gap, as IoT 

ecosystems are often composed of devices with varying 

capabilities, requiring a uniform approach to ensure 

cross-device security. 

5 Discussion 

The findings from this review highlight those 

lightweight cryptographic solutions, such as elliptic 

curve cryptography (ECC), remain central to securing 

IoT environments, particularly in resource-constrained 

devices. Studies such as Salman and Jain (2016) and 

Hassan et al. (2019) consistently demonstrate the 

efficacy of ECC in providing robust security without 

excessive computational or energy overhead. However, 

these findings contrast with earlier studies by Gunawan 

et al. (2017), who argued that lightweight cryptographic 

algorithms alone might not provide sufficient scalability 

or security when IoT networks expand significantly. 

This tension between security and scalability continues 

to be a critical challenge in the IoT field. While the 

reviewed articles generally agree that lightweight 

cryptography is essential for individual devices, the 

integration of these methods into large, heterogeneous 

IoT systems remains an area requiring further research. 

Therefore, while lightweight cryptography addresses 

some issues, especially for small-scale 

implementations, future studies must focus on 

scalability and more dynamic key management 

methods. 

In terms of authentication, blockchain technology has 

been proposed as a viable decentralized solution for IoT 

environments. Studies, such as those by Farooq et al. 

(2015), highlight blockchain’s potential to improve the 

security and scalability of authentication processes in 

IoT networks by eliminating the need for a central 

authority. However, this contrasts with the findings of 

(Hummen et al., 2014), who argue that the energy 

consumption and latency associated with blockchain, 

particularly in public blockchain systems like 

Ethereum, render it impractical for large-scale IoT 

deployments. The reviewed literature suggests that 

while blockchain-based solutions have been successful 

in limited applications, such as smart contracts and 

secure key management, their scalability and energy 

efficiency are still problematic (Fraga-Lamas et al., 

2016). This points to a key challenge in IoT security: 

finding a balance between the decentralized nature of 

blockchain and the limited resources of IoT devices. 

Future research should focus on optimizing blockchain 

solutions, perhaps by using permissioned or lightweight 

blockchain models to mitigate energy concerns (Lagkas 

et al., 2020). 

Machine learning-based anomaly detection has shown 

considerable promise in detecting real-time threats 

within IoT networks, with studies such as those by 

Chanal and Kakkasageri (2020) and Lagkas et al. (2020) 

reporting high accuracy rates. These findings align with 
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earlier work by Zeadally et al., (2019), who emphasized 

the potential of supervised and unsupervised learning 

models, such as support vector machines (SVMs) and 

clustering algorithms, to detect security anomalies in 

IoT environments. However, the resource intensity of 

these machine learning models presents a significant 

barrier to their widespread adoption in IoT, particularly 

for devices with limited power and computational 

resources. The reviewed studies emphasize that while 

machine learning can enhance threat detection, its 

application in low-power IoT devices remains limited 

(Yang et al., 2010). Comparatively, Kraijak and 

Tuwanut (2015) suggest that integrating machine 

learning with lightweight cryptography could provide a 

layered security approach, but practical 

implementations of such integrated models remain rare 

in the literature. Future research should aim to develop 

more energy-efficient machine learning models tailored 

for resource-constrained environments. 

The gaps identified in this review underscore the need 

for further research into multi-layered security 

frameworks and quantum-resistant cryptographic 

solutions. Only three studies discussed quantum-

resistant cryptography, highlighting a significant area of 

under exploration given the impending threat posed by 

quantum computing to current encryption standards 

(Yang et al., 2017). This lack of focus on quantum-

resistant solutions contrasts with earlier calls by 

Dlamini and Johnston (2016) for a proactive approach 

to securing IoT networks against future technological 

threats. Similarly, the need for interoperable security 

frameworks remains a critical issue, as IoT ecosystems 

often consist of devices from different manufacturers 

with varying security capabilities (Zieliski et al., 2018). 

The reviewed studies consistently call for standardized, 

interoperable protocols that can ensure uniform security 

across all IoT devices, an area that remains 

underdeveloped (Geng et al., 2010). Therefore, while 

considerable progress has been made in individual 

security domains such as encryption, authentication, 

and anomaly detection, the integration of these 

solutions into a cohesive, scalable, and future-proof 

security framework remains an open challenge for 

researchers. 

 

6 Conclusion 

This systematic review highlights the complexities and 

advancements in securing IoT environments, 

particularly in the areas of encryption, authentication, 

and anomaly detection. Lightweight cryptographic 

solutions such as elliptic curve cryptography (ECC) 

have proven effective for individual IoT devices, but 

their scalability across larger networks remains a 

significant challenge. Similarly, blockchain technology 

offers promising decentralized authentication 

frameworks, yet its energy consumption and latency 

issues hinder its applicability in large-scale, resource-

constrained IoT systems. Machine learning-based 

anomaly detection has demonstrated high accuracy in 

identifying threats, but its resource intensity limits 

widespread adoption in low-power IoT devices. A key 

takeaway from this review is the need for integrated, 

multi-layered security frameworks that combine 

cryptographic methods, decentralized authentication, 

and real-time threat detection to address the diverse 

security challenges faced by IoT ecosystems. 

Additionally, gaps in the literature, particularly 

regarding quantum-resistant cryptography and 

interoperable security standards, highlight the critical 

need for further research to future-proof IoT networks 

against emerging threats. As IoT continues to expand, 

particularly in critical sectors like healthcare and smart 

cities, developing scalable, energy-efficient, and secure 

frameworks will be essential to maintaining data 

integrity and privacy across interconnected devices. 
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