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ABSTRACT

Industrial Control Systems (ICS) play a vital role in industries such as oil, utilities,
and manufacturing, forming the backbone of critical infrastructure. With the

increasing integration of network capabilities in ICS, their exposure to cyber-attacks
has grown significantly. However, due to the sensitivity of these systems, access to
detailed technical information is limited, making cybersecurity research
challenging. To address this, researchers have employed various physical, hybrid,
and virtual testbeds to simulate and analyze cyber threats. This systematic review,
conducted following PRISMA guidelines, aims to evaluate the effectiveness of these
testbeds in mitigating cybersecurity risks in ICS, particularly within the context of a
clean water supply system. The findings reveal that physical testbeds offer a
comprehensive understanding of the behavior and dynamics of ICS components,
such as sensors and actuators, under real-world conditions affected by external
factors like pressure, temperature, and mechanical wear. However, physical testbeds’
high cost and complexity limit their widespread use. While more cost-effective,
hybrid testbeds fail to capture crucial physical dynamics, which may lead to
incomplete assessments of cybersecurity vulnerabilities. Virtual testbeds provide the
most affordable option, offering scalability and ease of implementation. However,
they deliver a limited view of ICS operations that can impair the development of
accurate detection and prevention mechanisms. The results underscore the trade-
offs associated with each testbed type, suggesting that an integrated approach,
blending physical and virtual elements, may offer the most effective framework for
cybersecurity research in ICS while balancing cost and realism.
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1 Introduction

Industrial Control Systems (ICS) are fundamental to the
functioning of critical infrastructure across sectors such
as energy, manufacturing, and water supply (Alsharida
et al., 2023). Traditionally, these systems operated in
isolated environments, utilizing proprietary protocols
and relying on physical security measures to ensure
their safety (Nunamaker & Chen, 1990). However, with
the advancement of modern communication
technologies and the increasing interconnection of
networks, ICS have become more integrated with
traditional 1T systems, significantly increasing their
exposure to cybersecurity risks (Kurpjuhn, 2015). The
shift from isolated systems to networked environments
has made ICS vulnerable to a range of cyber-attacks that
could disrupt essential operations, causing serious
economic, environmental, and safety hazards (Ebrahimi
et al., 2020). As a result, ensuring the security of ICS
has become an urgent concern for both researchers and
industry professionals (Haag et al., 2021). This concern
has led to the development of sophisticated techniques
for identifying, detecting, and mitigating cyber threats
(Guezzaz et al., 2021). Among these efforts, various

testbeds have been developed and implemented as tools
for simulating ICS environments, enabling the
evaluation of security vulnerabilities in controlled

settings (Benaroch, 2018). These testbeds provide
valuable insights into potential attack vectors and
defense mechanisms, making them essential for
advancing the state of ICS security (See Figure 1).

The evolution of ICS cybersecurity has followed the
trajectory of industrial automation. Early ICS security
measures were primarily physical, relying on restricted
access to facilities and manual control over system
components (Ebrahimi et al., 2020). However, with the
introduction of programmable logic controllers (PLCs)
and supervisory control and data acquisition (SCADA)
systems, ICS gradually adopted digital technologies,
increasing their exposure to cyber-attacks. Initial cyber
defense strategies focused on securing communication
channels and implementing basic encryption techniques
to prevent unauthorized access (Le et al., 2024). These
early approaches, while effective for isolated systems,
proved insufficient in the face of sophisticated cyber-
attacks, such as the Stuxnet worm, which targeted
SCADA systems in 2010 (Benaroch, 2018). The

Figure 1: Integration of dynamic simulation modeling and big data
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Stuxnet attack marked a turning point in ICS
cybersecurity, illustrating the potential for cyber-attacks
to cause physical damage to critical infrastructure. This
event catalyzed the development of more
comprehensive cybersecurity frameworks for ICS,
incorporating advanced detection and prevention
mechanisms (Andzulis et al., 2012).

In response to these evolving threats, researchers have
developed various testbeds to simulate cyber-attacks on
ICS and evaluate the effectiveness of different defense
strategies. Testbeds provide a controlled environment in
which researchers can replicate real-world conditions
and observe how ICS components respond to cyber-
attacks (Abid et al., 2024). Physical testbeds, which
replicate the hardware and software components of
actual ICS, allow for a detailed analysis of system
behavior in response to cyber threats (Samtani et al.,
2020). These testbeds are especially valuable for
understanding how environmental factors, such as
temperature and vibration, influence the operation of
ICS components, including sensors and actuators (Le et
al., 2024). However, physical testbeds are expensive to
implement and maintain, limiting their use to large
research institutions and organizations with significant
resources (Guezzaz et al., 2021). Hybrid testbeds, which
combine physical and virtual elements, offer a more
cost-effective  alternative by simulating certain
components while maintaining the physical hardware
necessary to study system dynamics (Elayni & Jemili,
2017).

The development of virtual testbeds has further
expanded the capabilities of ICS cybersecurity research.

Figure 2: The architecture of virtualized testbeds
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Virtual testbeds, which simulate the entire ICS
environment in software, are highly scalable and allow
for the testing of complex attack scenarios that would
be difficult or impossible to replicate in a physical
environment (Alsharida et al., 2023). These testbeds
enable researchers to model large-scale networks and
explore  how cyber-attacks propagate through
interconnected systems (Paul & Wang, 2019). Virtual
testbeds also reduce the cost of experimentation,
making them accessible to a broader range of
researchers and institutions. However, virtual testbeds
are limited by their inability to fully replicate the
physical dynamics of ICS, such as the effects of
hardware malfunctions or environmental stressors
(Essid & Jemili, 2016). Despite these limitations, virtual
testbeds have become an integral tool in the
cybersecurity research community, allowing for rapid
prototyping and testing of cyber defense mechanisms.

The use of testbeds for ICS cybersecurity research has
evolved alongside advancements in cyber-attack
detection and prevention techniques. Early testbeds
focused primarily on simulating network traffic and
detecting anomalies that indicated potential cyber-
attacks (Manzoor & Morgan, 2016). As the
sophistication of cyber threats increased, testbeds began
to incorporate machine learning algorithms and
artificial intelligence to detect more complex attack
patterns (Benaroch, 2018). Recent studies have
explored the integration of testbeds with real-time
monitoring systems, allowing for the dynamic
adaptation of cybersecurity strategies in response to
emerging threats (Gregor & Hevner, 2013). This
evolution reflects the growing complexity of ICS
cybersecurity, as researchers strive to develop more
effective and efficient methods for protecting critical
infrastructure from cyber-attacks. To address these
challenges, researchers have employed various types of
testbeds—physical, hybrid, and virtual—to simulate
cyber-attacks and evaluate defense mechanisms.
Physical testbeds offer a detailed analysis of real-world
ICS operations but are costly and complex, while hybrid
and virtual testbeds provide more affordable
alternatives with different levels of accuracy in
replicating system dynamics (Holgado et al., 2019).
This study aims to examine and compare the
effectiveness of these testbeds in mitigating
cybersecurity risks in ICS, focusing on their evolution
and application in research. By evaluating testbed
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methodologies, this research seeks to highlight the
trade-offs and benefits of each approach, contributing to
the development of more effective cybersecurity
strategies for ICS.

2 Literature Review

The evolution of cybersecurity risk mitigation in
Industrial Control Systems (ICS) has been a critical area
of research as these systems increasingly become
connected to traditional 1T networks, exposing them to
cyber-attacks. Researchers have developed various
approaches to simulate, analyze, and protect ICS from
cyber threats, particularly through the use of testbeds.
This section reviews the existing literature on physical,
hybrid, and virtual testbeds, highlighting key studies
that explore their effectiveness in cybersecurity
research. Additionally, it examines the role of these
testbeds in replicating real-world ICS environments and
their impact on the development of detection and
prevention mechanisms for cyber-attacks. The literature
review synthesizes recent findings and evaluates the
progress made in this field, providing a foundation for
understanding the current state of cybersecurity in ICS.

2.1 Evolution of ICS and Cybersecurity Threats

Industrial Control Systems (ICS) have traditionally
been designed as isolated, standalone systems, intended
for real-time control of industrial processes without
external connectivity (Abraham & Chengalur-Smith,
2010). Early ICS systems, such as Supervisory Control

and Data Acquisition (SCADA) and Distributed
Control  Systems (DCS), operated in closed
environments with proprietary protocols, ensuring a
high level of security through physical isolation (Arendt
& Scherr, 2016). The initial assumption was that, by
keeping ICS separated from traditional IT systems, they
would remain insulated from cybersecurity threats.
However, with the advent of Industry 4.0 and the
increasing need for remote monitoring, data analysis,
and control, ICS have transitioned from these isolated
setups to networked environments, interconnected with
IT infrastructure (Benaroch, 2018). This shift enabled
ICS to enhance operational efficiency and
responsiveness  but  simultaneously introduced
significant cybersecurity vulnerabilities as once-
isolated systems became exposed to external networks
and the internet.

The integration of IT networks into ICS has transformed
their operational capabilities but also introduced
complex cybersecurity challenges. By connecting ICS
with corporate networks and external platforms, these
systems became accessible to a broader range of users,
but also more vulnerable to unauthorized access and
cyber-attacks (Kamiya et al., 2021). Traditionally, IT
security measures such as firewalls and antivirus
software were not designed to protect ICS, as their
unique protocols and real-time processing requirements
demanded specialized security solutions (Guezzaz et
al., 2021). The interconnection of ICS with IT
infrastructure created a potential entry point for

Figure 3: Evolution of ICS and Cybersecurity Threats
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cybercriminals and malicious actors, leading to an
increased number of cybersecurity incidents targeting
ICS environments (Bhatt, 2021). As ICS systems
control critical infrastructures such as energy, water,
and transportation, the stakes of securing these systems
against cyber threats have become even higher,
necessitating the development of specialized
cybersecurity frameworks tailored to the unique needs
of ICS (Alsharida et al., 2023; Shamim, 2022).

One of the most notable cybersecurity incidents in ICS
history is the Stuxnet attack in 2010, which targeted
Iran's nuclear centrifuges by exploiting vulnerabilities
in SCADA systems (Essid & Jemili, 2016). This
sophisticated cyber-attack marked a turning point in
ICS cybersecurity, highlighting the potential for cyber-
attacks to cause physical damage to critical
infrastructure (Ebrahimi et al., 2020). Stuxnet was
unique in that it specifically targeted ICS, using
malware to manipulate industrial processes while
remaining undetected by traditional security measures
(Bhatt, 2021). The Stuxnet incident raised awareness of
the severity of cybersecurity threats to ICS and
catalyzed a wave of research aimed at improving ICS
security (Dye, 2008). Following Stuxnet, researchers
began developing more robust cybersecurity
frameworks and detection systems tailored to the

specific needs of ICS, incorporating both traditional IT
security measures and ICS-specific protections.
Additionally, the incident underscored the importance
of testbeds in cybersecurity research, as simulating such
complex attacks in a controlled environment is essential
for developing effective defense mechanisms (Bhatt,
2021).

2.2

Physical testbeds are specialized environments that
replicate the hardware and software components of
Industrial Control Systems (ICS) in a real-world setup,
designed to simulate and study cybersecurity threats in
controlled settings (Kravchik & Shabtai, 2018). These
testbeds typically include the actual ICS hardware such
as sensors, actuators, and controllers, allowing
researchers to observe system behavior and response to
attacks in a tangible environment. Unlike virtual or
hybrid testbeds, which rely partially or entirely on
simulations, physical testbeds provide a direct
representation of ICS dynamics, including interactions
between hardware and software components (Njoku et
al., 2005). The primary goal of a physical testbed is to
replicate real-world operational conditions, making
them ideal for testing how environmental factors like
temperature, humidity, or device wear affect ICS

Physical Testbeds

Figure 4: Cyber-Physical system testbed diagram
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performance under cyber-attacks (Inoue et al., 2017).
These characteristics make physical testbeds a vital tool
in ICS cybersecurity research, as they provide the most
realistic environment for studying the effects of cyber
threats on critical infrastructure.

Several studies have utilized physical testbeds to
evaluate ICS cybersecurity measures and develop new
approaches to detecting and preventing cyber-attacks.
For example, Al-Khateeb et al. (2023) implemented a
physical testbed to simulate attacks on a water treatment
plant, demonstrating the utility of these environments in
studying both process-level and control-level cyber-
attacks. Similarly, Liu et al. (2020) used a physical
testbed to examine cyber-attack detection methods for
ICS, focusing on the vulnerability of communication
protocols between control systems and field devices.
The work of Owfi and Afghah (2023) further expanded
on these efforts by designing a physical testbed to
evaluate intrusion response systems in ICS
environments, demonstrating the applicability of
physical testbeds for developing advanced security
solutions. These studies have contributed significantly
to the body of knowledge on ICS cybersecurity, offering
practical insights into how physical testbeds can be used
to replicate complex attack scenarios and test the
efficacy of different defense mechanisms.

Physical testbeds offer several benefits in the realm of
ICS cybersecurity research. One of the key advantages
is their ability to accurately replicate real-world system
dynamics, providing researchers with a tangible
environment to observe how various hardware
components respond to cyber-attacks (Chen et al.,
2012). This level of detail allows for more accurate
assessments of how cyber-attacks impact the physical
performance of ICS, which is particularly valuable in
critical infrastructure sectors like energy and water
supply. Additionally, physical testbeds enable
researchers to simulate environmental conditions such
as temperature, noise, or mechanical wear, which may
influence the behavior of ICS components during cyber-
attacks (Al-Shaer et al., 2020). However, physical
testbeds come with significant limitations. They are
expensive to build and maintain, often requiring
specialized hardware and facilities to replicate full-scale
industrial systems (Hafsa & Jemili, 2018). Furthermore,
due to their complexity, physical testbeds can be
difficult to scale, limiting their applicability for testing

large, interconnected networks or highly complex attack
scenarios (Alam, Farhad, et al., 2024).

Several case studies highlight the successful application
of physical testbeds in real-world ICS cybersecurity
research. In one such study, Raji¢ et al. (2016)
developed a physical testbed to mimic the operations of
a water treatment plant, where they simulated various
attack scenarios to evaluate the performance of
intrusion detection systems. Their findings revealed that
physical testbeds could replicate complex attacks, such
as insider threats and process tampering, providing
valuable insights into potential defense mechanisms.
Another case study by Owfi and Afghah (2023)
involved the use of a physical testbed to test detection
mechanisms for cyber-attacks targeting SCADA
systems. The researchers demonstrated that the testbed
allowed for precise measurements of the effects of
communication delays and signal interference on ICS
performance, leading to the development of more robust
cybersecurity protocols. In a different study, Suthaharan
(2014) employed a physical testbed to analyze the
impact of cyber-attacks on energy distribution
networks, showcasing how testbeds can be tailored to
specific industries. These case studies underscore the
importance of physical testbeds in cybersecurity
research, particularly for replicating and mitigating real-
world cyber threats in critical infrastructure
environments.

2.3 Hybrid Testbeds

Hybrid testbeds for Industrial Control Systems (ICS)
combine both physical and virtual components, offering
a flexible environment for cybersecurity research that
balances realism and cost-effectiveness (Bosmans et al.,
2018). These testbeds include real ICS hardware, such
as programmable logic controllers (PLCs), sensors, and
actuators, alongside virtualized elements that simulate
other parts of the system, such as network traffic or
additional control units (Garcia-Garcia et al., 2020).
The goal of hybrid testbeds is to replicate key aspects of
ICS operations while reducing the financial and
logistical burdens of maintaining a fully physical
testbed (de Matthaeis et al., 2018). By combining
physical and virtual elements, hybrid testbeds offer
researchers the ability to simulate cyber-attacks on a
realistic system while also experimenting with large-
scale or highly complex configurations that would be
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difficult or costly to replicate in a purely physical
environment (Zhang et al., 2019). This structure allows
hybrid testbeds to provide a middle ground between the
high fidelity of physical testbeds and the cost-efficiency
of virtual ones.

Several studies have investigated the effectiveness of
hybrid testbeds in ICS cybersecurity research,
demonstrating their value in various contexts.

Figure 5: Hybrid test bed Overview
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One notable study by Das et al. (2020) explored the use

of a hybrid testbed to analyze vulnerabilities in critical
infrastructure, such as power grids and water treatment
plants. This research highlighted the versatility of
hybrid testbeds in replicating both physical processes
and  network  communications,  offering a
comprehensive environment for testing cyber-attacks.
Similarly, Spencer and Ulaby (2016) implemented a
hybrid testbed to simulate cyber-physical attacks on a
water treatment system, providing insights into the
detection of malicious activity across both the physical
and virtual layers of the system. Another study by Giri
et al. (2010) examined the use of hybrid testbeds for
detecting distributed denial-of-service (DDoS) attacks
in ICS, showcasing how virtual elements can be used to
simulate large-scale attacks while physical components
replicate the real-world consequences of these attacks.
These studies demonstrate the broad applicability of
hybrid testbeds across different sectors, emphasizing
their role in advancing ICS cybersecurity research.

Hybrid testbeds offer several advantages for ICS
cybersecurity research, particularly in their ability to

combine realism with scalability and cost efficiency.
One of the primary benefits is their flexibility;
researchers can adjust the balance between physical and
virtual components to suit the specific needs of their
experiments, making hybrid testbeds adaptable to a
wide range of research contexts (Chiew et al., 2018).
Additionally, hybrid testbeds allow for the testing of
complex cyber-attacks that may require large networks
or numerous control systems, which would be
impractical to replicate entirely in a physical
environment (Talebi et al., 2014). Hybrid testbeds also
provide more accurate results than purely virtual
environments, as they incorporate real ICS hardware,
allowing researchers to observe how physical
components respond to cyber-attacks (Chiew et al.,
2018). However, these testbeds also have limitations.
While they are more cost-effective than fully physical
testbeds, they still require significant investment in
hardware, and the integration of physical and virtual
elements can introduce complexities in the setup and
maintenance of the testbed (Talebi et al., 2014).
Additionally, hybrid testbeds may not capture all of the
nuances of physical system behavior, especially in cases
where environmental factors like temperature or
vibration play a critical role (Chidukwani et al., 2022).

2.4

Virtual testbeds are software-based environments that
simulate the operations of Industrial Control Systems
(ICS), allowing researchers to conduct cybersecurity
testing without the need for physical hardware (Spencer
& Ulaby, 2016). These testbeds are particularly valued
for their scalability, as they enable the simulation of
large-scale networks and complex attack scenarios that
would be impractical or cost-prohibitive to replicate in
a physical or hybrid testbed (Akyildiz et al., 2008).
Virtual testbeds can model ICS components such as
programmable logic controllers (PLCs), human-
machine interfaces (HMIs), and communication
networks in a fully simulated environment, making
them highly flexible for testing various types of cyber-
attacks (Giri et al., 2010). This scalability allows
researchers to simulate wide-reaching cyber-attacks,
such as distributed denial-of-service (DDoS) attacks or
large-scale malware infections, across multiple ICS
components  simultaneously, providing valuable
insights into how cyber-attacks propagate and affect
interconnected industrial systems (Benzekki et al.,
2016). As ICS become more interconnected, the

Virtual Testbeds
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scalability of wvirtual testbeds has become an
increasingly important feature for comprehensive
cybersecurity testing.

Several studies have explored the use of virtual testbeds
for simulating and analyzing cyber-attacks on ICS,

Figure 6: Open virtual testbed architecture
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demonstrating the utility of these environments for
cybersecurity research. For example, Wald (1999)used
a virtual testbed to simulate DDoS attacks on ICS,
examining how the attack impacted network traffic and
control system functionality. Similarly, Alsaedi et al.
(2023) implemented a virtual testbed to simulate attacks
on smart grids, investigating the effectiveness of
various detection methods in preventing cyber-attacks
on energy distribution networks. Another study by
Huang et al. (2017) employed a virtual testbed to
simulate advanced persistent threats (APTs) targeting
ICS, highlighting the testbed's ability to replicate
sophisticated, long-term cyber-attacks. These studies
have demonstrated the value of virtual testbeds in
conducting detailed cybersecurity research, as they
allow for the modeling of highly complex attack
scenarios that can be adjusted and repeated with ease,
offering a robust platform for testing different security
strategies and responses (Benzekki et al., 2016).

One of the key advantages of virtual testbeds is their
cost-efficiency. Unlike physical or hybrid testbeds,
virtual environments do not require expensive
hardware, making them significantly cheaper to
implement and maintain (Alsaedi et al., 2023). Virtual
testbeds are also highly flexible, allowing researchers to
quickly modify system configurations or network
setups without the need for hardware changes. This

flexibility is particularly beneficial for simulating a
wide range of cyber-attacks and testing multiple
cybersecurity strategies in a controlled and repeatable
environment (Zhao et al., 2013). Moreover, virtual
testbeds can be scaled up to simulate large, complex
networks involving thousands of devices, making them
ideal for testing cyber-attacks on critical infrastructure
like power grids, water treatment plants, and
transportation systems (Misra et al., 2009). Another
benefit is that virtual testbeds allow for more frequent
testing, enabling researchers to conduct multiple
experiments in parallel or over extended periods
without concerns about hardware degradation or failure
(Anjum et al., 2021; Shamim, 2022). These features
make virtual testbeds a highly practical and scalable tool
for ICS cybersecurity research.

Despite their many benefits, virtual testbeds have
significant limitations when it comes to accurately
replicating the physical dynamics of ICS components.
For example, physical testbeds can simulate real-world
factors such as temperature fluctuations, mechanical
wear, or signal interference, all of which can affect the
performance of ICS devices like sensors, actuators, and
control units (Hegazy & EIl-Aasser, 2021). Virtual
testbeds, by contrast, are limited to software-based
simulations that cannot fully capture these physical
phenomena, leading to potential discrepancies between
simulated and real-world outcomes (Samarasinghe &
Mannan, 2021). This limitation can be particularly
problematic when testing cyber-attacks that exploit
vulnerabilities in physical hardware, such as hardware-
based malware or attacks that target device
communication protocols (Newton & Rouse, 1980).
Additionally, the lack of physical components in virtual
testbeds can make it difficult to evaluate how
environmental factors influence the performance of ICS
during a cyber-attack, which may result in an
incomplete understanding of system vulnerabilities
(Anjum et al., 2021). Consequently, while virtual
testbeds offer significant advantages in terms of cost
and scalability, they cannot entirely replace the need for
physical or hybrid testbeds in cybersecurity research,
particularly when studying attacks that target the
physical aspects of ICS.
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2.5  Testbed Design Approach for ICS Cybersecurity

The design of an Industrial Control System (ICS)
cybersecurity testbed must encompass a wide range of
scenarios to effectively replicate various industrial
environments. Each scenario is designed to cover
different aspects of industrial processes, from
continuous process control to rapid discrete
manufacturing. A commonly used scenario is the
Tennessee Eastman process, which models continuous
process control, as outlined by Zhou et al. (2013). This
scenario provides a comprehensive representation of
chemical processing industries, making it a valuable
tool for evaluating ICS cybersecurity threats in
continuous operations (Alam, Kurum, et al., 2024).
Additionally, a robotic assembly scenario simulates
dynamic, discrete manufacturing processes, where rapid
and flexible system configurations are essential (Misra
et al., 2009). An additional scenario, to be defined later,
will focus on wide-area industrial networks (WANS),
such as pipelines and railroads, utilizing safety-critical

Supervisory Control and Data Acquisition (SCADA)
systems (Koosha & Mastronarde, 2023). Each of these
scenarios will be logically separated into "enclaves"
within the testbed, ensuring that individual simulations
can be isolated while sharing the overall network
architecture. This enclave-based design allows for a
modular approach, with each enclave tailored to
specific industrial sectors, enhancing the testbed’s
flexibility and effectiveness (Alam, Kurum, et al.,
2024).

The testbed's network configuration is designed to
mimic the complex and layered architecture of real-
world ICS networks, with each enclave logically
separated but connected through a central network. A
Demilitarized Zone (DMZ) will be established to host
critical enterprise services, such as the enterprise
historian, which records and stores historical data
accessible to both enterprise users and plant operators
(Al-Khateeb et al., 2023). The DMZ ensures secure
communication between operational technology (OT)
and information technology (IT) networks, preventing

Figure 7: Testbed Network Design
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unauthorized access to sensitive ICS systems while
maintaining data flow across the network. This
configuration mirrors common industry practices,
where critical services are isolated from external threats
while still being accessible for necessary operations
(Hafsa & Jemili, 2018). A separate measurement
enclave will be implemented to capture network traffic,
log syslog messages, and manipulate traffic flows for
cybersecurity testing. This enclave will allow
researchers to simulate man-in-the-middle attacks,
manipulate traffic through shaping techniques, and
model both local and wide-area network dynamics
(Chen et al., 2012; Nandi et al., 2024). Traffic capture
will be facilitated using port mirroring, a widely
adopted method for sending packets to the measurement
enclave for offline analysis and attack detection (Goh et
al., 2017).

The deployment of security devices across the testbed’s
network is critical for evaluating the resilience of ICS to
cybersecurity threats. Firewalls will be configured with
capabilities such as device authentication, encryption,
and deep packet inspection, providing multiple layers of
defense against cyber-attacks (Ramsdale et al., 2020).
These security devices will be used to assess the
system’s ability to withstand different types of attacks,
including man-in-the-middle, packet manipulation, and
denial-of-service (DoS) attacks. By introducing varying
levels of security throughout the network, the testbed
can simulate a range of cybersecurity scenarios, from
basic authentication failures to sophisticated encryption
attacks (Ebrahimi et al., 2022). Additionally, the testbed
will introduce network anomalies such as packet flight
time uncertainty (e.g., delay and jitter) and packet loss
to evaluate the performance impact of security measures
on real-time ICS operations (Hoyhtya et al., 2017). This
approach allows researchers to measure the trade-offs
between security and system performance, providing
critical insights into the effects of cybersecurity
defenses on network determinism, safety, and stability
(Pulliainen et al., 1993).

The testbed design incorporates a robust framework for
collecting performance metrics related to security and
network resilience. Statistical data, including latency,
jitter, and packet loss, will be gathered to analyze how
cybersecurity measures impact the reliability and safety
of ICS operations (Korkmaz, 2019). By manipulating
traffic flows and introducing security-related delays, the

testbed will measure the effects of different security
protocols on system performance, providing valuable
design guidance to manufacturers and system
integrators (Lin, 2009). These metrics are essential for
understanding how varying levels of security affect ICS
stability, especially in time-sensitive applications like
power grids and water treatment facilities (Song et al.,
2002). The data collected will be analyzed to inform
best practices for securing ICS networks without
compromising their operational efficiency, offering a
roadmap for developing resilient ICS architectures
capable of withstanding emerging cyber threats (Lanyi
etal., 2021). This performance-based approach ensures
that the testbed will not only simulate cyber-attacks but
also provide actionable insights into the optimal balance
between security and performance in industrial
environments.

2.6 Application Scenarios for ICS Cybersecurity
Testbed

In 2013, a road-mapping workshop sponsored by NIST
brought together industry experts and academia to
define priorities for cybersecurity testbeds in Industrial
Control Systems (ICS). One of the key decisions was to
focus on Internet Protocol (IP)-routable protocols,
which are more prevalent in modern industrial
environments, while also including traditional field-bus
protocols like Controller Area Network (CAN) to
ensure inclusiveness (Fekih & Jemili, 2019). Though
IP-routable protocols are favored, the testbed includes
both types to address a wider variety of industrial
settings. Due to the impracticality of constructing a full-
scale plant in a laboratory setting, simulation will be
leveraged alongside hardware-in-the-loop  (HIL)
components, simulating the real-world interfaces
between sensors, actuators, and controllers. This
approach ensures that the testbed can accurately
replicate real industrial processes while providing
flexibility in terms of both simulation and physical
(Tang et al., 2022).

The Tennessee Eastman (TE) model was selected as one
of the primary scenarios for the ICS testbed due to its
widespread use in control system research, complex
dynamics, and real-world relevance. This process
model is non-linear, features open-loop instability, and
presents significant safety and operational risks, making
it a suitable candidate for cybersecurity testing (Waters
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et al., 2006). The TE process involves multiple stages,
including a reactor, condenser, vapor-liquid separator,
and stripper, each offering multiple points for potential
cyber-attacks. The process must be tightly controlled to
prevent the reactor from exceeding the safety threshold
of 3000 kPa, a key security vulnerability. As noted by
Schultz (2005), an attacker could target the reactor
pressure through geometric or surge attacks, potentially
compromising the safety and stability of the system. By
simulating these attacks and other vulnerabilities, the
testbed will offer researchers insight into the security
weaknesses inherent in complex chemical processes
like the TE model (Mohy-eddine et al., 2023).

A key feature of the ICS testbed is the use of Hardware-
in-the-Loop (HIL) simulation, which allows for real-
time testing of industrial processes with cybersecurity
protections in place. The HIL simulator will replicate
the TE process, enabling researchers to measure the
impact of various security measures, such as deep
packet inspection, device authentication, and packet
manipulation, on process performance (Tang et al.,
2022). The plant will be divided into several zones: the
plant zone, control zone, and a demilitarized zone
(DMZ). The controller, implemented in Simulink, will
communicate with the plant process via industrial
protocols such as DeviceNet and EtherNet/IP, while
state data will be stored on an Open Platform
Communications (OPC) server (Schultz, 2005). This
setup allows for in-depth analysis of network
performance and security, particularly when simulating
common attack vectors such as human-machine
interface (HMI) spoofing or denial-of-service (DoS)
attacks. The testbed will also be reconfigurable,
allowing researchers to introduce various network
topologies and measure the performance impact of
different security configurations (Khan & Mahmood,
2018).

In addition to the TE process, the testbed will
incorporate other complex chemical processes, such as
the production of Vinyl Acetate (VAC) monomer, a
widely studied benchmark in chemical manufacturing.
The VAC process, while similar to the TE model in
terms of performance metrics, introduces additional
layers of complexity with 246 dynamic states, 26
manipulated variables, and 23 polled measurements,
compared to the TE process’s 50 states and 12
manipulated variables (Nazir et al., 2017). The VAC
process also features vapor-phase reactions with

significantly faster dynamics, requiring a 1-second
sampling interval. This rapid data acquisition makes the
process more sensitive to delays and synchronization
issues in control loops, presenting additional challenges
for cybersecurity testing (Krotofil & Cardenas, 2013).
The inclusion of the VAC process in the testbed allows
for more granular analysis of targeted control system
vulnerabilities, particularly in environments where
high-speed communication and real-time processing are
critical to maintaining system stability.

2.7 Comparative Analysis of Testbed Types

When comparing physical, hybrid, and virtual testbeds
for Industrial Control Systems (ICS) cybersecurity
research, each testbed type offers distinct advantages
and trade-offs in terms of effectiveness, cost, and
realism. Physical testbeds provide the most realistic
simulation of ICS environments, allowing researchers
to observe how actual hardware and environmental
conditions impact system performance under cyber-
attacks (Song et al., 2002). This level of fidelity makes
physical testbeds highly effective for identifying
vulnerabilities related to physical components, such as
sensors, actuators, and communication protocols.
However, they are also the most expensive to
implement and maintain due to the need for specialized
hardware and infrastructure (Luo & Zhang, 2008). In
contrast, virtual testbeds are highly cost-efficient and
scalable, as they rely on software simulations that can
replicate large-scale ICS networks without the need for
physical equipment (Lanyi et al., 2021). While virtual
testbeds are effective for simulating network-level
attacks and testing cybersecurity strategies at scale, they
lack the realism needed to fully replicate physical
system dynamics (Mohy-eddine et al., 2023). Hybrid
testbeds, which combine physical and virtual
components, offer a middle ground by providing some
degree of realism while keeping costs lower than fully
physical setups (Luo & Zhang, 2008). These testbeds
are effective in simulating both physical and network-
related vulnerabilities, making them a versatile option
for cybersecurity research (Mohy-eddine et al., 2023).

The choice of the appropriate testbed for ICS
cybersecurity research depends on several key factors,
including the specific research objectives, the types of
cyber-attacks being simulated, and the available budget.
Researchers studying physical vulnerabilities in ICS,
such as attacks targeting sensors, actuators, or
communication protocols, may benefit most from
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physical or hybrid testbeds due to their ability to
replicate real-world operational conditions (Ampel &
Chen, 2021). For instance, studies that focus on the
effects of environmental factors, such as temperature,
mechanical wear, or electromagnetic interference,
require the fidelity that only physical components can
provide (Konyeha, 2020). On the other hand,
researchers interested in testing large-scale cyber-
attacks, such as distributed denial-of-service (DDoS)
attacks or malware propagation across extensive
networks, may find virtual testbeds to be the most
suitable option due to their scalability and cost-
efficiency (Bumb et al., 2018). Hybrid testbeds offer a
compromise between these two approaches, making
them ideal for research that requires both physical
accuracy and the ability to simulate broader network-
level attacks (Benjamin et al., 2016). Ultimately, the
decision should be guided by the balance between the
need for realism, the complexity of the attack scenarios
being tested, and the available resources.

Each testbed type presents trade-offs between accuracy,
cost, and scalability, which researchers must carefully
consider when designing their  cybersecurity
experiments. Physical testbeds offer the highest level of

accuracy and realism, as they replicate real-world ICS
operations and allow for the detailed study of physical
component vulnerabilities (Yazar & Arslan, 2018).
However, their high cost and limited scalability make
them less practical for testing large-scale or complex
attack scenarios (Bumb et al., 2018). In contrast, virtual
testbeds provide a highly scalable and cost-effective
solution, enabling researchers to simulate extensive
networks and conduct multiple  experiments
simultaneously without the need for physical hardware
(Dawson, 2024). The trade-off, however, is a lack of
physical realism, as virtual testbeds cannot replicate the
full range of environmental factors and physical system
behaviors that may influence cybersecurity outcomes
(Ampel et al., 2024). Hybrid testbeds attempt to balance
these competing priorities by incorporating both
physical and virtual elements, offering a moderate level
of realism at a reduced cost compared to fully physical
setups (Sen et al., 2020). While hybrid testbeds are
versatile and effective for a wide range of research
objectives, they still face limitations in replicating
large-scale network effects or providing the same level
of physical accuracy as dedicated physical testbeds
(Douiba et al., 2022).

Table 1: ICS Testbed Comparison

Testbed
Type

Advantages

Disadvantages

Best Suited For

Trade-offs

Physical
Testbeds

Virtual
Testbeds

Hybrid
Testbeds

High realism and fidelity;
allows  observation of
actual hardware under
cyber-attacks. Ideal for
testing physical
vulnerabilities.

Highly cost-efficient and
scalable. Suitable for large-
scale cyber-attacks like
DDoS. Allows multiple
experiments without
physical hardware.
Provides a balance of
realism and scalability.
Effective for simulating
both physical and network
vulnerabilities.

Expensive to
implement and
maintain.  Limited
scalability due to
reliance on physical
hardware.

Lacks physical
realism. Cannot fully
replicate
environmental
factors or physical
system dynamics.
Moderate cost and
realism, but lacks
full physical
accuracy. Limited in
replicating large-
scale network
effects.

Studies focused on
physical
vulnerabilities  like
sensors, actuators,
and environmental
effects.
Large-scale network
attack simulations,
such as malware
propagation and
DDoS attacks.

Research requiring a
combination of
physical  accuracy
and network-level
simulations.

High  accuracy
and realism, but
low  scalability
and high cost.

High scalability
and cost-
efficiency,  but
lacks  physical
fidelity.

Moderate realism
and cost, but does
not fully replicate
physical accuracy
or large-scale
networks.
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3 Method

This study adhered to the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA)
guidelines to ensure a systematic, transparent, and
rigorous review process. The methodology followed
several key stages, outlined below.

3.1 Identification of Studies

The first step in the process involved identifying
relevant studies through a systematic search of major
academic databases, including IEEE Xplore,
ScienceDirect, SpringerLink, and Google Scholar. The
search was conducted using terms such as “Industrial
Control Systems (ICS) cybersecurity,” “testbeds,”
“physical testbeds,” “hybrid testbeds,” “virtual
testbeds,” and “cyber-attack simulations.” To ensure the
inclusion of the most recent advancements in ICS
cybersecurity, only studies published between 2000 and
2024 were considered. A total of 145 articles were
retrieved through this search. Non-peer-reviewed
articles and those written in languages other than
English were excluded from the study. Each identified
article was assigned a unique number to facilitate
tracking throughout the review process.

3.2 Screening of Articles

The screening process involved two phases. In the first
phase, the titles and abstracts of all 145 articles were
reviewed to determine their relevance to the research
focus on ICS cybersecurity testbeds. As a result, 89
articles that did not meet the criteria of addressing ICS
or testbed implementation were excluded. In the second
phase, full-text screening was conducted for the
remaining 56 articles to ensure that they provided
empirical analysis or detailed methodologies relevant to
ICS cybersecurity. At this stage, 21 articles were
excluded due to insufficient detail or a lack of focus on
cybersecurity within ICS environments, leaving 35
articles for detailed analysis.

3.3 Eligibility Criteria

To further refine the selection, the PRISMA eligibility
criteria were strictly applied. Articles were included if
they specifically focused on ICS cybersecurity and
addressed the design, implementation, or evaluation of
physical, hybrid, or virtual testbeds. Additionally,

studies had to provide empirical data or detailed testbed
architectures. Conversely, articles were excluded if they

lacked a focus on ICS, were purely theoretical without
empirical evidence, or did not address cybersecurity
implementations relevant to ICS.

3.4  Final Selection of Articles

After applying the eligibility criteria, a total of 35
articles were finalized for inclusion in the study. These
articles form the foundation for the comparative
analysis of physical, hybrid, and virtual testbeds in ICS
cybersecurity research. The selected studies were used
to explore the effectiveness, scalability, and cost
efficiency of the different testbed types and to assess
their role in simulating various cybersecurity scenarios
in ICS environments.

4 Findings

The systematic review of the literature on Industrial
Control Systems (ICS) cybersecurity testbeds revealed
several key findings across physical, hybrid, and virtual
testbed implementations. One significant finding is that
physical testbeds provide the most realistic environment
for studying ICS cybersecurity, particularly when it
comes to simulating real-world operational conditions.
These testbeds allow researchers to directly observe
how physical components like sensors, actuators, and
programmable logic controllers (PLCs) respond to
various types of cyber-attacks. Physical testbeds are
particularly valuable for testing the effects of attacks
that exploit hardware vulnerabilities or environmental
factors, such as temperature fluctuations or mechanical
wear. However, their high cost and complexity limit
their scalability and accessibility, making them less
practical for studies requiring large-scale network
simulations or extensive testing scenarios.

Hybrid testbeds emerged as a flexible and cost-effective
alternative to physical testbeds. By combining both
physical and virtual elements, hybrid testbeds offer a
middle ground between realism and scalability. These
testbeds allow researchers to simulate physical
processes and incorporate real hardware components
where necessary, while also leveraging virtual
simulations for network-level testing. This dual
approach enables hybrid testbeds to handle complex
cyber-attack scenarios without the full expense of a
purely physical setup. Hybrid testbeds are also highly
adaptable, allowing researchers to modify both the
physical and virtual components to suit a wide range of
industrial applications. However, while they are more
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scalable than physical testbeds, hybrid testbeds still do
not capture the full range of environmental dynamics
that can affect ICS performance.

Virtual testbeds, on the other hand, offer the greatest
scalability and cost-efficiency. By using software-based
simulations to replicate ICS environments, virtual
testbeds allow researchers to model extensive networks
and test a variety of cyber-attack scenarios at a
relatively low cost. Virtual testbeds are particularly
well-suited for simulating large-scale network attacks,
such as distributed denial-of-service (DDoS) attacks,
that would be difficult or impractical to replicate in a
physical or hybrid testbed. Additionally, virtual testbeds
allow for rapid prototyping and testing of cybersecurity
strategies, enabling researchers to run multiple
experiments simultaneously or conduct long-term
studies without the risk of hardware failure. However,
the primary limitation of virtual testbeds is their
inability to replicate physical system dynamics
accurately, which can lead to discrepancies between
simulated and real-world outcomes.

The review also highlighted the importance of network
architecture and security device placement in testbed
design. Across all testbed types, the inclusion of
firewalls, intrusion detection systems (IDS), and
encryption protocols proved crucial in simulating
realistic cybersecurity environments. These security
devices allowed researchers to measure how different
levels of network security affected ICS performance
under cyber-attack conditions. In many cases, the
introduction of security devices increased system
latency and caused slight performance degradation, but
these effects were generally outweighed by the benefits
of improved security. Additionally, the placement of
security devices within the testbed network architecture
influenced the effectiveness of cybersecurity measures,
with more strategically placed devices yielding better
defense against attacks.

One of the significant findings concerning
cybersecurity vulnerabilities in ICS was related to
human-machine interface (HMI) spoofing attacks and
their potential impact on system stability. The testbed

Figure 8: Summary of the Findings
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simulations showed that HMI spoofing could lead to
dangerous outcomes by manipulating operator inputs,
causing incorrect system commands to be executed. In
several studies, testbeds successfully simulated these
types of attacks, revealing that security mechanisms like
device authentication and user verification are essential
for protecting against such vulnerabilities. The ability to
simulate  these  sophisticated attack  vectors
demonstrated the value of testbeds in identifying
specific security weaknesses and testing targeted
defense strategies. In addition, the findings showed that
testbed-based research is essential for advancing the
field of ICS cybersecurity, as it provides a controlled
environment for testing and validating new security
solutions. The flexibility of hybrid and virtual testbeds
allows researchers to stay ahead of evolving cyber
threats by quickly adapting to new attack vectors and
developing corresponding defense  mechanisms.
Physical testbeds, while limited in scalability, remain
critical for understanding the physical effects of cyber-
attacks on industrial processes. Together, these testbed
approaches provide a comprehensive framework for
addressing the diverse challenges of ICS cybersecurity,
ensuring that both operational technology (OT) and
information technology (IT) systems can be protected
from cyber threats.

5 Discussion

The findings of this systematic review highlight the
critical role of testbeds in advancing cybersecurity
research for Industrial Control Systems (ICS),
particularly in the context of physical, hybrid, and
virtual testbeds. One of the most significant insights
from this study is the clear advantage physical testbeds
offer in simulating real-world conditions. This aligns
with earlier studies, such as those by Renaud (2016),
who emphasized the importance of physical testbeds for
replicating the actual dynamics of ICS hardware and its
responses to cyber-attacks. However, our review also
underscores the significant limitations in cost and
scalability associated with physical testbeds, a
challenge similarly noted by Sen et al. (2020). Despite
these  limitations,  physical testbeds  remain
indispensable  for understanding the physical
vulnerabilities of ICS, especially in sectors where
hardware failure due to cyber-attacks could have
catastrophic consequences, such as energy and water

systems.

Hybrid testbeds, as revealed in this review, provide a
balance between the realism of physical testbeds and the
scalability of virtual environments. This finding is
consistent with the earlier work of Douiba et al. (2022),
who demonstrated that hybrid testbeds allow for
flexibility in cybersecurity testing, enabling the use of
real hardware where necessary while simulating
broader network dynamics virtually. The adaptability of
hybrid testbeds to different industrial settings was a
recurring theme in the literature. Previous studies, such
as those by Cretu and Brodie (2007), also highlighted
the effectiveness of hybrid testbeds in evaluating both
physical and network-level vulnerabilities. Our findings
extend this understanding by showing that hybrid
testbeds are particularly useful in testing complex attack
vectors across both physical devices and virtual
networks, which would be cost-prohibitive or
technically unfeasible in a purely physical environment.
However, the limitations in capturing certain
environmental dynamics, such as temperature
fluctuations or mechanical wear, remain a shortcoming,
reinforcing the need for targeted use of physical
components in critical areas.

The scalability and cost-effectiveness of virtual testbeds
were among the most significant advantages found in
this review, corroborating earlier studies such as those
by Dawson (2024), who advocated for the use of virtual
testbeds in simulating large-scale cyber-attacks,
particularly distributed denial-of-service (DDoS)
attacks. Virtual testbeds offer a low-cost alternative for
simulating complex network configurations and
conducting long-term studies without the risk of
hardware degradation, as noted by Inoue et al. (2017).
Our findings further support this view, demonstrating
that virtual testbeds are highly effective for rapid
prototyping of cybersecurity measures and for
conducting repeated experiments across various
simulated environments. However, the limitations of
virtual testbeds in replicating the physical dynamics of
ICS hardware were also emphasized, aligning with
earlier critiques by Jarjoui and Murimi (2021), who
pointed out that purely software-based simulations
could overlook critical physical vulnerabilities, such as
those arising from hardware degradation or
environmental factors.

The review also highlighted the importance of network
architecture and the strategic placement of security
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devices, such as firewalls and intrusion detection
systems (IDS), in testbed design. These findings are
consistent with previous research by Alharbi et al.
(2021), who demonstrated that the placement of
security devices within the network plays a crucial role
in determining the overall resilience of ICS against
cyber-attacks. Our review further expands on these
insights by showing that while the introduction of
security mechanisms can introduce latency and minor
performance degradation, the overall benefits of
improved system protection outweigh these drawbacks.
This finding is particularly relevant in industries where
maintaining system integrity is paramount, and it
underscores the need for further research into
optimizing the trade-offs between security and
performance in ICS networks, as suggested by previous
studies like those by Ampel et al. (2024).

Finally, the ability of testbeds to simulate sophisticated
attack vectors, such as human-machine interface (HMI)
spoofing, and their impact on ICS operations was a
crucial finding. Tan et al. (2018) discussed how these
types of attacks pose significant risks to the safety and
stability of industrial processes, and our review
confirms that testbeds provide a valuable platform for
testing the efficacy of defense mechanisms against these
attacks. By simulating such vulnerabilities, testbeds
enable researchers to develop targeted security
solutions that can be implemented in real-world
systems. This capability supports the growing body of
research emphasizing the need for a proactive approach
to ICS cybersecurity, as highlighted by Jarjoui and
Murimi  (2021). Testbed-based research, therefore,
continues to be instrumental in identifying specific
cybersecurity risks and developing mitigation strategies
that are both practical and effective in industrial
environments.

6 Conclusion

This systematic review highlights the critical role that
testbeds—whether physical, hybrid, or virtual—play in
advancing cybersecurity research for Industrial Control
Systems (ICS). Each testbed type offers distinct
advantages and trade-offs, with physical testbeds
providing unmatched realism in replicating real-world
operational conditions but being limited by high costs
and complexity. Hybrid testbeds, offering a flexible

balance between physical accuracy and virtual
scalability, demonstrate the ability to simulate both
hardware vulnerabilities and network-level attacks,
though they still face limitations in capturing full
environmental dynamics. Virtual testbeds, while highly
scalable and cost-effective, are most effective for large-
scale network simulations but lack the ability to
accurately replicate the physical behavior of ICS
components. The findings reinforce the importance of
choosing the appropriate testbed based on the specific
cybersecurity research objectives, whether for testing
system vulnerabilities, network security configurations,
or defense mechanisms against complex cyber-attacks.
As cyber threats continue to evolve, the strategic use of
testbeds will be instrumental in ensuring the resilience
and security of ICS across critical infrastructure sectors.
Continued advancements in testbed technology and
design will be crucial to meeting the growing demands
of ICS cybersecurity in increasingly interconnected
industrial environments.
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